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Upcoming SANS Class in Houston

M SANS Comes to Houston
entor
W Starting September 20, 2011

Forensics 408:

Computer Forensic Investigations - Windows In-Depth

If you live in Houston and are interested, please contact 1
mike@securityscaper.com
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SANS Forensic Blog Posts Led to a

Research Odyssey...
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servers/workstations for some time. | want to minimize any chance of
exposing my credentials.

| posted a couple of blog articles on the topic, in particular focusing or
the aspect of not passing cle&ext credentials over the network:

http://blogs.sans.org/computeforensics/2010/06/01/protectingdmin-passwords
remote-responseforensics/

http://blogs.sans.org/computeforensics/2010/06/04/wmidraft/
2ACAOAET ¢ T U O0OI OAAOET ¢ ! Al EI
response from Corpltheide:

O 4 Bpitects the passphrase from unlikely threat of being sniffed across t
network but does nothing t@revent theincredibly likely threat of the )
AT 1T AET AAI ET EOOOAOI O 6odthegehoOtE AEOT |
compromised system beiimyestigatedandused via passhe-hasis 6

Gr_eat Qomment and it led to a lot of research over the past year, whic
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Remote Incident Handling

For effective IR, what do we need to be able to do ¢
the remote system?

We must be able to run commands with Administrator
privileges, otherwise we risk missing advanced malware.

In some cases, we are unable to use local administrative
account, so must use domain account with admin privileg

What are the iIssues?

If it IS necessary to use domain accounts, they are likely
privileged accounts across multiple machines.

We must prevent the attacker from stealing our privileged
domain credentials and making a bad situation worse.
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The Mission

Interact with a remote Windows XP (SP2) domai
workstation for analysis/triage

We need the ability to complete several tasks:

Query the machine, with a tool such @éMIC
Run commands on the machine, with a tool I[ReExec
Copy files to/from the machine, via the commaN&T USE

Complete these actions in such a way as to leav

no opportunity for an attacker to steal our domai
credentials



Vulnerable Areas for Domain Credentials

There are 3 areas where our credentials are &
particular risk:

Password Hashes
Method for storing credentials on the local system

Access Tokens
Single sigron functionality within Windows

Network Authentication
Protocols for authenticating to remote systems



Let’s Talk About Hashes

What are hashes?

Per Wikipedia

@\ hash function is any wetlefined procedure or |
mathematical function that converts a large, possibly
variablesized amount of data into a small datum

Example: MD5 turns any input into a-bgte output

What are password hashes?

A password hash Is a oiveay function that creates a
representation of the password.

Allows storage of credentials without storing the actual
cleartext password



Password Hashes for Windows

3 types of password hashes supported by Windows today:

LM hashz Weak password hash, still around for backward compatibility
TheO O AASGIassword igonverted touppercase
Thispassword iswull-padded to 14ytes
TheO AEIGRIACOE 6 BRAtM® o Bhikte HAlGES
Eachof the twohalves is used with the DES function to create mighertextvalues

Thetwo ciphertextvalues are concatenated to form a-b§te value, which is the LM
hash

Nosaltf EA UT OO PAOOxT OA EO O! bbbl Ad AT A
NT hasly Much stronger than LM, though not perfect

SupportsUnicodepasswords

Passwords up td27 characters

Uses MD4 algorithm

"ECCAOO EOOOAB8OOEIIT 11 OAIlI OA
CachedCredentials

Used to authenticate domain users when domain controller is unavailable

Modified form of the actual domaiR AAT O1T O 07 E A OBhash#sd}é O

Uses a salt(mixes iraddtlET £ h OT xA AAT EAOA OAIA




What happens if attackers get the

password hash?

Offline Cracking

Two methods:
Brute-force/Dictionaryattacks: realDET A OCOA OO A

Rainbow Table attacks: prl@ T | BPOOAA OCOAOO
Very effective against LM hash€39.9%)
Effective against many NT hashes up to about 8 characters
OnlineRainbow Tabledhttp://www.onlinehashcrack.corm

Passthe-Hash

Techniques which allow attackers to authenticate witt
the hash directly (so no need to crack the passwords’

Example tools include Pagbe-Hash Toolkit 8Metasploit
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What has to happen to get hashes?

Hasheanust reside on the system
—or local accounts, hashes stored in the SAM databa

~ordomain accounts, the domain user must have
performed aninteractivelogon tothe system (noreon
Interactive logons irm moment)

If interactive logon occurs, hashes are stored in 2 places:
Storedi T AEOE AO OAAAEAA AOAAAT OEA
Storedin memory while the user remains logged on

Attacker must havédministrativerights to
obtainthe hashes
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Interactive vs. Network Logon

Interactive Logon:
This logongivesyou access to the Windows desktop

Examples include:
Local logon at the console
Terminal Services/Remote Desktop
Citrix
VNC
Additionally, theRunAscommand performs an Interactive logbn

Network Logon:
Thislogon occurs when you access remote file shares or printe
Examples include:
Mapping a drive
Connecting with MMC snams

WMI/WMIC

PsExec 12



Windows Logon Types

Windows
, I Q I I O Logon Type

LOGON TYPES

Description

Interactive (logon at keyboard and screen of system)

codes: 2|

Network (i.e. connection to shared folder on this computer
from elsewhere on network or 1IS logon - Never logged by
528 on W2k and forward. See event 540)

Batch (i.e. scheduled task)

Service (Service startup)

Unlock (i.e. unnattended workstation with password protected
screen saver)

NetworkCleartext (Logon with credentials sent in the clear
text. Most often indicates a logon to IIS with “basic authenti-
cation”) See this article for more information.

NewCredentials

10

Remotelnteractive (Terminal Services, Remote Desktop or
Remote Assistance)

11

CachedInteractive (logon with cached domain credentials
such as when logging on to a laptop when away from the
network)

From:http://www.ultimatewindowssecurity.com/securitylog/quickref/Default.aspx 13
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Testing:

Interactive Logon via Console

DomainOOA O &-3342%K 6 E GATDEDIlogerst 2
sequenceox | OEOOA-®BWD 080

Windows Eventogsl T QB8 @6 Oiktéractivélbgon
to the domain (Logon Type 2)

Tvpe | Crate | Time | Source | _ategory | Event | User Computer
g"‘Success Audit 4/11/2011 S:1305 PM Security Logon/Logoff 528 msad-user1 *¥P-5P2
ol ot Properties o me
Event Properties T|x
é Failu ° JJ SYSTEM *P-aP2
af Succ Event l msad-userl wp-SPZ
af suce msad-userl #p-5p2
gf‘SLII:I: Date: CEARERNRl  Source:  Security 4 SYSTEM e o
af succ Tirne: 8:13:05 P Categony:  Logon/Logaff msad-user1 Yp-Sp
i Suce Tope: Success A EwventlD: 528 + msad-user o e =
ﬂ“' Succ I ser: MSADYmzad-uzer] rmead-userl YP-SP2
af Surcc Computer: #P-5P2 msad-userl #p-5p2
iefl Succ o rsad-user1 #p-5P2
af succ Description: msad-userl wp-sp2
af Succ SUCCESSfULLDEIEW P = msad-userl #p-5P2
ser Mame: mzad-user
&f Succ Tomam TN msad-user] wp-oP2
& suce Logon |D: (020, 0+453FF) SYSTEM #P-5P2
af Suce tngnn ;_ypE: % - SYSTEM #P-5P2
ogon Frocess: inaBkg }

JSUEE Authentication Package: I egotiate ] SYSTEM #P-SR2
af suce Wiorkstation Mame: #P-SP2 S¥STEM #P-5P2
iefl Succ Lagon GUID: {449eb0e1-36a4-3b0a-fech- msad-user1 YP-5P2 "
RiFaiy  [11=412380104} = SYSTEM %P-SP2




Testing:
RunAs Command

Next,lused theRunAsA T 1 1 AT A -3/ 01 W 60 8MI
Il Ax #-9$ xEI MBADSR@»2JFO0H0 O

Micro=zoft Windows HP [Uersion 5.1.26HH]
CGC» Copyright 1785-2801 Microsoft Corp.

C:xDocuments and Settingsmzad-userlrdate #t & time -t
Mon 84112811
Hg:13 PHM

C:sDocuments and Settingssmzad—userld *runas Auserimsadsmsad-userS cmd.exe

Enter the password for mzadsmszad-users:
Attempting to start cmd.exe as user "msadsmsad-usersi"™ ...

C:xDocuments and Settingsumzad-—userldr>date #t & time ~t
Mon 84112811
H8:13 PH

e cmd.exe [running as msad'msad-user5)

Hicro=zoft Windows XEF LUerszion 5.1.26H0H]
CC>» Copyright 1785-28081 Microsoft Corp.

C:sWINDOWS“sustend2 >eventvwr.msc
C:sWINDOWSssustem32 >




Testing:

Interactive Logon via RunAs

%OAT O I-EOWo 1 O Bieractive Eofjon
(Type 2)forCMSAD5 3%2Yo0d

Tyvpe | Date | Time | Source | Cateqory | Ewvent | Iser Caormputer |
nguccess audit 4/11/2011 1342 PM Security Logon)Logoff Sz8 msad-users “P-SP2
@ Failure fudit  4/11/2011 31342 PM Security Detailed Tracking a6l SYSTEM nP-5P2
@ Failure sudit  4/11/2011 1342 PM Security Detailed Tracking a6l SYSTEM nP-3PZ
_fSuu:u:ess audit 4/11/2011 1337 PM Security Detailed Tracking 59z msad-userl nP-3PZ
fSuu:u:es-t Event Properties ﬂﬂ msad-userl nP-3PE
&f Success SYSTEM Wp-3PZ
_fSuccess Ewvent l SYATEM ®P-3P2
of Success SYSTEM Wp-5P2
oF Success Date: 41420011 Sowrce:  Security SYSTEM wp_cpo
JSUEEESS Time: 31342 Pk Categorny:  LogondLogaff msad-user 1 wp-Sp2
% Failure | Type: Succesz st Ewvent D 523 + SYSTEM YP.SpT
% Failure . Uszer: mzadimsad-userh SYSTEM wP-Spz
of success  Computer: =P-SP2 msad-userl  XP-SP2
ifl Success D —_— msad-userl ®P-5P2
& Failure . =P SYSTEM RP-SPZ
D Failure, ||?uecesshul Logan: - SYSTEM HP-5P2
] Llzer Marme: mzad-uzerh
& Failure Dorar: e SYSTEM #P-5P2
% Failure . Logon |D: [0=0, 0x55F 58 ) SYSTEM =p-3R2
of Success t':'g':'” ;PF'E: 2 | msad-user 1 xP-5P2
ogon Process: zeclogon
J‘JS"":':ES‘ Authentization Fackage: " egotiate _ SYSTEM #P-5k2
JSUEEE55 YWwhorkstation Mame: #P-5P2 SYSTEM wP-3P2
of Success Logon GUID: {Efb3d1d3-79de-chab-E0c1- mead-useri YP-SPE
;fSucu:es*t 3700755 aaf} msad-userl wP-2P2

Geclogomis a secondarjogon, but stillinteractiveType 2



Testing:

Now try remote (Network) Logon
&OT T xT OEOOAOQEIT O%8! -) . %2 &M3I000 $E
now logs into the remote machine with 3 tooSET USBNVMIC andPsExerc

er Vi rp-sp2: cd.exe

C:v>uhoami
M5SADmzad—-responder Show the local username &
C:~>hostname hostname

examiner

C:srnet use x: “sxp—sp2sch
The command completed successfully.

Used NET USE to map drive to

C:vD>date #t & time -t XP-SP2 at 8:35PM

Cisumic Anode:"xp—s=p2'" computersystem get wusername
UzerHane

MEADmzad-userl Used WMIC to obtain username
of console user on XP-5P2
Cisrpsexec SwWp—sp2 cmd.exe

PzExec vl.98 — Execute processes pvemote ly

Copyright <C) 2881-2010 Mark Russinovich 3 _
Susinternals — wwu.syszinternals.com Used PsExec to IOQ into XP-SP2
and run commands on remote

Microsoft Windows XP [Uersion 5.1.26081 system, showing logon time of
CC> Copyright 1785-2081 Microsoft Corp. 8:36PM on XP-5P2

CasWINDOWS s system3Z *date ~t & time -t
Mon B4-11-2811
HB:36 PH

CasUINDOWS~systemld2 *hostname
wp—zp2




Testing:

NET USE Initialization on XP-SP2

Not much in logs fronNET USEommand, other than
the fact that this was a Network Logon (Type 3)

Ewvent l
Date: 417142017 Sowrce: Security +
Tirne: 8:35:02 PM| Categony:  LogonsLogoff
Type: Success & Ewent D 540 +
szer: MsabsSAD-RESPOMDER
Computer; =P-5F2
D escription:
Successiul Metwork, Logor: - |
zer Mame: kMSAD-RESPOMDER
Liomair: ki 540
Logon [0 [0«0.0:5E 338
Logon Type: 3
Logon Process: k.erbers
Authentication Package: K.ertberosz
wharkstation Name: e
Logon GUID: {217652b2-0a61-261f-091 -
abf442b14809} -
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Testing:

WMIC Initialization on XP-SP2

-
Ewvent l Ewvent l
Drate: 411421 Sowrce:  Securty + Drate: 4912001 Sowrce:  Security +
| Timne: 3325 F'Ml Category:  Logond/Logoff | Tirne: 8:35:25 PM | Categony:  Detailed Tracking
Type: Succesza Ewvent|D: 540 + Type: Succesz b Ewvent D GO0 ¥
Iser: MSADMSAD-RESPOMDER zer: MT AUTHORITYWS TS TEM
Computer, #P-5P2 Computer. #P-5P2
Dezcription; - Dezcription:
Succesziul Metwork Logon: = Azzigning Process Infarmation: ﬂ
U=zer Mame: MSAD-RESPOMDER Frocessz [D: an4
Darmair: F 500 Image File Mame:  CiWWwWINDOWShenzternd2hevchost exe
Logan 1D [Ox0,0=5E4E1] zer Wame: ®P-5P2%
|Logon Tupe: K] Dormain: tSAD
Logon Process: MiLmSsp Lagaon 10 [0=0.0432E7]
Authentication Package: HTLR - Mew Process Infarmation:
“Workstation Mame: E=AMINER Proceszs [ oED
Logon GUID: {00000000-0000-0000-0000- Image File Mame:  C:\wINDOWSsystem32hwhem
000000000000} ~| \wmniprvse. exe hd

O- 3230/ . $%w206 AOAAOAO A
In the same second, the WMI Provider Service process
(wmiprvsé is initiated
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Testing:

PsExec Initialization on XP-SP2

Event Properties d 1)l Bletenrl: | nome

Uzer Mame: M5AD-RESPOMNDER |

Fren | 1. Network| ‘mswr
Date:  4/11/2011 Source:  Security + | Logon' rﬂﬁm_laﬂzﬁ,ﬂxﬂﬁ?aﬁ]

ITime: 23606 F"M| Categony:  Privilege Use Logon Frocess: F.erbercs
Tope: Success & Ewvent|D: 578 Authentication Package: Kerberos

. i _ i
Izer: kSADN SAD-RESPFOMDER ﬂﬂ
Computer; #P-5F2
Event l
Dezcription:
Frivileged cul:ui_eu:t operation; Diate: 41211 Source:  Security
Dbject Server: =L Manager [Tirne: 8:36:06 PM | Category: Detailed Tracking
Object Handle: -1 296536336 ¥
[Process I T | Type: Succesz A Ewvent |D: 592
Prirmary Uzer Mame: =F-5P2§ Izer: MNT AUTHORIT Y5 Y'STER
Frimary Domain: ~ MSAD L ep
Primary Logon 1D: _[0x0 03E7) Computer: %P-5P2
[Client User Name: _MSAD-RESPONDER | -
Client Clomain: Sal Description:
& new process has been created: Event l
Mew Process ID: B2
Image File Mame:  CAWINDOWSA\PSEXESYC EXE Diate: 4172011 Sowrce: Security |:
Creator Process 10: 704 — — _ , .
Uzer Mame: P=E=I=p T ITlme. 8. 36:07 F'MI Categony: Detailed Tracking
Diarnair; kSAD Type: Succeszs b Event|D: BOD |-
Logon ID: (0-0.0:3E T User  NTAUTHORITY\SYSTEM

Computer; =P-5P2 —

Wg O-2343/ . $ %26

[ Description:

. Agzigning Process |nformation;
Service Control Manager on Imas Fie Name: _ CAWINDOWS\PSEXE SV EXE

= - A s ~ ~ -, A Llserl‘\_le.nme: HE-SPAE
O08-80WYo Ol AOAAOA 03 LognlD:  (WDDGED
Mew Process |nformation:

an d th e n I au n C h C M D . EX E E'I:Dazzséillgliwlame: ETWINDEIWS HsystemSEchél:(l.)e:-:e

Izer Mame: MSAD-RESPONDER




Testing: Dumping Hashes from
Memory and Cached Credentials

cx cmd.exe (running as msad',msad-user5)

CisWINDOWS~systemd2>date ~t & time -t

o eq o 201t MSAD-RESPONDER is still

connected to C$ of XP-S5P2

CisWINDOWSssystem32»net sesszions

Computer Uzer name Client Type Opens Idle time

~~192_168_.92_15 MSAD-RESPOMDER Windows 20082 Seru 4 B1:26:13
The command completed successfully.

CauWINDOWS s ystem3d2>whosthere—alt.exe » i
WHOSTHERE-ALT wvi.1 - by Hernan Ochoa ChochoalPcoresecurity.com, he o WHOSTHERE-ALT EXE lists the

%hsecuritl:leechnu%ugies Lea 1 b NILM 4 LM & NT hashes in memory
iz t ists t ti i it ti

us;S—hugur }1121;- e active ogon sessions wi credentia CACHEDUMP.EXE locates
the output format is: wsername:domain:lmhash:inthash cached domain credentials

msad-user5:MSAD: C2BBFFCE71A38A?1A1221D3C3484D42R : 02 ¥ 4CFBB416D3E27 Y Ell gl e lo Met=(p W (o o= 1 -0 T2\ D 8
mzad-userlzMSAD: CDSCB74CFA4E40625 D066 BE4D31 DR s - DC6?5 BFCE ?F14F71 RESPONDER hashes. The
ZP—5FZ25:M5nD: APARRAARRAARARARNARAARRAARRARSEWA : PS5 86 D? 7S FPA8CES448E - .

users it was able to find hashes
CisWINDOWSszystemd2 >cachedump. exe

msad-user2: 42AA6D5 ECFCCD22FAABAL619F7B5C62 tmsad tnsad . testing. org GGG EI e[ EL R R1R G [
mzad—userl :YA?7?DFAI1LAD26BDEEEFEZ4D67D56B45Eimsadmsad . testing..oryg i
msad—users :FIAREE4AADAB? 79 DAFDS3BC?B4274052 tmesad smsad . testing . org console or via RunAs command

MSAD-RESPONDER is still
C:<WINDOWUS~zystem32»net seszions connected to C$ of XP-SP2

Computer Uzer name Client Type Opens Idle time

~~172.168.7.15 MSAD-RESFONMDER Windows 2882 Serv 4 B1:26:57
The command completed successfully.

CsWINDOWSssystem32 >




Testing:
PsExec was running during hash dump

Cisrpsexec Ssxp—sp?2 cnd.exe

PeExec vl.98 — Execute processes remotely
Copyright (C> 2001-2818 Mark Russinovich
Sysinternals — wvww.sysinternals.com

Microsoft Windows HP [Version 5.1.26HH1]
CC» Copyright 1?85-2081 Microsoft Corp.

C:sWINDOWS system32 >date At & time -t
Mon 84112811
Bg-3c PH

C:sHWINDOWS sz yzstem32 *hostname

18:21 PH

C:sWINDOWS system32 >date At & time -t
Mon 84112811

18:21 PH

CisWINDOWSssystend2 *hostnamne
wp—sp2

Just wanted to demonstrate that | was logged
In with PsExecdluring this time too, and still
no hashes were revealed!
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Testing Results for Hash Stealing

Hashes are available with Interactive Logon
Hashes ar@ot available withNetwork Logon
Tested withWMIG PsExecandNET USE

Any other tool that uses Network Logon (such as the MN
Snapins,Regedit etc.) would have the same result.

To verify on your own, simply run the tool of interest and
check the Event Logs for Logon Type 3.

AEEO EO CIlI 1 AA 7A0OA
stealing with tools that use Network Logons

Not the end of the story though. We still need to conside
| OEAO AOAAO xEAOA 100 AOA
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Access Tokens —What are they?

Access tokens allown@OA O8O OAAOOEOU AOOOE
privileges and group memberships, to be easily referenced by any
process or thread associated with the user

2 types of tokens:

Primaryz Every process has a primary token that describes the
security context of the user account associated with the prockss.
representsthe default security information for that process.

Impersonatiorg Impersonationtokens enable a thread to execute in a
security context that differs from the security context of the process
that owns thethread. These tokens aresually used for client/server
scenarios. There are 4 levels of Impersonation tokens:

Anonymous- Hasnever been supported
|dentify - Can get the identity of the client, but it cannot impersonate the client
Impersonate- Letsthe serverimpersonatethe clienton the locasystem

Delegate- Letsthe server impersonate the cliewin local and remot&ystems

24



Impersonate- vs. Delegate-Level

Tokens

Delegatelevellets attackemrun as compromised user
account onocal or remoteamachines.

Big concern!!

Impersonatdevellets attacker run as compromised user
accountonly on the locaimachine.

Opens up a local privilege escalatiamnerability
YT 1 OO0 OAAT AOET h xAB8O0OA 1 AOO
Most likely, the box is already Owned by the attacker
%OAT EAZ EO60 11 Oladmniightt and dnp adiio E /
account (local or domain) is vulnerable in the same way
In other wordsOEAOASO T 1 AAAE& QIBrhainAdcou®E OE x|
In other scenarios, this may be a bigger concern and warrant
offline analysis rather than live analysis.
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When do these tokens show up?

Impersonatelevel tokens are present from:

Remote network logons

SMB server is impersonating the privileges of the
remote user

Other server services too, such as Telnet and FTP

Delegatelevel tokens are present from:
Interactive (CTRIALT-DEL) logons
Use ofRunAscommand
Use of Encrypting File System (EFS) on file server
Additional less common situations
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How can Impersonation Tokens be

obtained & used?

Tools exist that can obtain and aupt access tokens
Incognitatool by Luke Jennings is good for testing

Tobe used, attacker must be runnimmn remote systenas
a user with the right to impersonate:
(=T

File  Action Wiew Help

& B |

__@ Security Settings Pualicy: Security Setking ﬂ
+1-_8 Account Policies fig|Deny logon as a batch job
—-(4 Local F'-:u_|||:|es. nig|Deny logon as a service

+-(@ udit Palicy "8 Deny logan locally SUPPORT 38894540, Guest

+- & User Rights Assignmen |[a, i .

- : g Deny logon thraugh Terminal Services

+ j Security Oplions o1

417 Public Key Folicies fig|Enable computer and user accounts to be truste. ..
. . |fg]|Force shutdown From a remote system Adrministrators
+-|_] Software Restriction Palicie | =
it Lo al SFRMTCE MR SERYWICE

+-+ &, 1P Security Policies on Loca [

i3 Impersonate a client after authentication Administrators, SERYVICE
Ime|Increase scheduling prioriky Adrniniskrakors
fig|Load and unload device drivers Adrministrators

g Lock pages in memory b
‘ Lrr | d

27



Testing:

Viewing the output from Incognito

e L WINDOWS' system32h cmd.exe - incognito.exe execute

C:sruhoami
MT AUTHORITY-SYSTEHM

C:“>incognito.exe list_tokens
[-1 Mo list_tokenz command options specified

C:wrincognito.exe list_tokens —u
[#] Enumerating tokens
[#] Listing wnigue wsers found...

Delegation Tokens Availahle

MSAD~MSAD-RESPONDER

FSHL W msad—userl
mzadsmzad—userh

MT AUTHORITY-LOCAL SERVICE
NT AUTHORITY-HNETWORK SERVICE
MT AUTHORITY-SYSTEHM

Impersonation Tokens Availahle
HT AUTHORITY“AMONYMOUS LOGOH
C:v>date At & time At

C:“>incognito.exe execute —c "MEADSMEAD-RESPOMDER' cmd.exe
[#] Enumerating tokens

[#] Searching for availability of requested token

[+]1 Requested token found

[+]1 Delegation token available

[#] Attempting to create new child process and communicate via anonymous pipe

Microzsoft Windows HAP [Verszion 5.1.26801
CC» Copyright 1985-2001 Microsoft Corp.

C:suhoami
whoami
MSAD~MSAD-RESPONDER

Output from
Incognitoshows
tokens available,
iIncluding a
Delegate-level

Oi EAT £ O
2%3 0/ . % W2

What caused itto b
availablePsExec

This token was usec
to spawn a CMD
pOoi I PO AO
2%30/ . % %2
which can be used
to connect to

remote systems
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Fixing the Delegate-level Token Problem

#EAAEEI ¢ OEA O it

O A O OAcdo@ht is sensitive
and cannot be delegated /&L
this issue

This is a best practice for
securing sensitive accounts,
according to Microsoft

In my experience, this has no
adverse effect on normal use of
OEA AAAI Ol Oh O
go ahead and enable it

b ember Of ] [hal-in ] E nvironment ]
R emaote contral ] Teminal Services Profile ]

v ~ ~ L]

21 x|

Sesziong ]

CoM+ |

General ] fddresz  Account l Prafile ] Telephones ] Organization ]

Uzer logon name:
|MSﬂD-HESPDNDEH2 | (Emzad. testing. org ﬂ
I1zer lagon name [pre-windows 2000]:
MSAD" MSAD-RESPOMDER2
Logon Hours. . LogOn To... |
-
Account options:
[ Account is trusted for delegation ﬂ
v :iAccount is zensitive and cannct be delegated
| Usze DES enciyption tppes For thiz account
| Do not require Kerberos preauthentication =
Account expires
{* Mever
" End af: | J
0k, | Cancel | Apply |




Testing:

Incognito fails with account change

Rebooted boxes, then
logged back in withiPsExec

Token is reported available,
but is unusable bincognito
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