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ÁSince graduating from UT-!ÕÓÔÉÎ ÉÎ Χίίάȟ )ȭÖÅ ×ÏÒËÅÄ 
for a large oil and gas services company 
 
Á)ȭÖÅ ÈÅÌÄ ÓÅÖÅÒÁÌ ÐÏÓÉÔÉÏÎÓ ÉÎ )4ȟ ÉÎÃÌÕÄÉÎÇ 3ÏÆÔ×ÁÒÅ 4ÅÓÔÅÒȟ       

Systems Admin, Network Admin, and Security Analyst 
 

ÁMy current role focuses on Incident Detection, Response, 
and Log Management 
 

Á/ÕÔÓÉÄÅ ÏÆ ÍÙ ÄÁÙ ÊÏÂȟ )ȭÖÅ ÌÅÄ ÓÅÖÅÒÁÌ 3!.3 ÃÌÁÓÓÅÓ 
through the SANS Mentor program 
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If you live in Houston and are interested, please contact me! 

mike@securityscaper.com  
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Á )ȭÖÅ ÂÅÅÎ ÔÈÉÎËÉÎÇ ÁÂÏÕÔ ÈÏ× ÔÏ ÐÒÏÔÅÃÔ ÁÃÃÏÕÎÔ ÃÒÅÄÅÎÔÉÁÌÓ ÏÎ ÒÅÍÏÔÅ 
servers/workstations for some time.  I want to minimize any chance of 
exposing my credentials. 
 

Á I posted a couple of blog articles on the topic, in particular focusing on 
the aspect of not passing clear-text credentials over the network: 
Á http://blogs.sans.org/computer-forensics/2010/06/01/protecting-admin-passwords-

remote-response-forensics/ 
Á http://blogs.sans.org/computer-forensics/2010/06/04/wmic-draft/ 

 
Á 2ÅÇÁÒÄÉÎÇ ÍÙ Ȱ0ÒÏÔÅÃÔÉÎÇ !ÄÍÉÎ 0ÁÓÓ×ÏÒÄÓȣȱ ÐÏÓÔȟ ) ÇÏÔ ÁÎ ÉÎÔÅÒÅÓÔÉÎÇ 

response from Cory Altheide: 
  

 Ȱ4ÈÉÓ protects the passphrase from unlikely threat of being sniffed across the 
network but does nothing to prevent the incredibly likely threat of the 
ÄÏÍÁÉÎ ÁÄÍÉÎÉÓÔÒÁÔÏÒȭÓ ÈÁÓÈ ÆÒÏÍ ÂÅÉÎÇ ÃÁÐÔÕÒÅÄ on the remote 
compromised system being investigated and used via pass-the-hashȢȱ 
 

Á Great comment, and it led to a lot of research over the past year, which 
)ȭÌÌ ÐÒÅÓÅÎÔ ÔÏÄÁÙȢ   
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ÁFor effective IR, what do we need to be able to do on 
the remote system? 
ÁWe must be able to run commands with Administrator 

privileges, otherwise we risk missing advanced malware. 

ÁIn some cases, we are unable to use local administrative 
account, so must use domain account with admin privileges. 
 

ÁWhat are the issues? 
ÁIf it is necessary to use domain accounts, they are likely 

privileged accounts across multiple machines. 

ÁWe must prevent the attacker from stealing our privileged 
domain credentials and making a bad situation worse. 
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ÁInteract with a remote Windows XP (SP2) domain 
workstation for analysis/triage 
 

ÁWe need the ability to complete several tasks: 
ÁQuery the machine, with a tool such as WMIC  

ÁRun commands on the machine, with a tool like PsExec 

ÁCopy files to/from the machine, via the command NET USE 
 

ÁComplete these actions in such a way as to leave 
no opportunity for an attacker to steal our domain 
credentials 
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ÁThere are 3 areas where our credentials are at 
particular risk: 
 

ÁPassword Hashes 

ǐMethod for storing credentials on the local system 
 

ÁAccess Tokens 

ǐSingle sign-on functionality within Windows 
 

ÁNetwork Authentication 

ǐProtocols for authenticating to remote systems 
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ÁWhat are hashes? 
 

ÁPer Wikipedia:  
 

 ȰA hash function is any well-defined procedure or 
mathematical function that converts a large, possibly 
variable-sized amount of data into a small datumȱ 
 

ÁExample: MD5 turns any input into a 16-byte output 
 

ÁWhat are password hashes? 
 

ÁA password hash is a one-way function that creates a 
representation of the password. 
 

ÁAllows storage of credentials without storing the actual 
clear-text password 
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Á 3 types of password hashes supported by Windows today: 
 

Á LM hash ɀ Weak password hash, still around for backward compatibility 
ǐThe ÕÓÅÒȭÓ ASCII password is converted to uppercase 
ǐThis password is null-padded to 14 bytes 
ǐThe ȰÆÉØÅÄ-ÌÅÎÇÔÈȱ ÐÁÓÓ×ÏÒÄ ÉÓ split into two 7-byte halves 
ǐEach of the two halves is used with the DES function to create two ciphertext values 
ǐThe two ciphertext values are concatenated to form a 16-byte value, which is the LM 

hash 
ǐNo salt! ɉÉÆ ÙÏÕÒ ÐÁÓÓ×ÏÒÄ ÉÓ Ȱ!ÐÐÌÅȱ ÁÎÄ ÍÙ ÐÁÓÓ×ÏÒÄ ÉÓ Ȱ!ÐÐÌÅȱȟ ÏÕÒ ÈÁÓÈÅÓ ÁÒÅ ÅÑÕÁÌɊ 

 

Á NT hash ɀ Much stronger than LM, though not perfect 
ǐSupports Unicode passwords 
ǐPasswords up to 127 characters 
ǐUses MD4 algorithm 
ǐ"ÉÇÇÅÓÔ ÉÓÓÕÅȣÓÔÉÌÌ ÎÏ ÓÁÌÔȦ 

 

Á Cached Credentials 
ǐUsed to authenticate domain users when domain controller is unavailable 
ǐModified form of the actual domain ÁÃÃÏÕÎÔ 07 ÈÁÓÈ ɉÉÔȭÓ Á ÈÁÓÈ ÏÆ ÔÈÅ hash+salt) 
ǐUses a salt! (mixes in addtl ÉÎÆÏȟ ÓÏ ×Å ÃÁÎ ÈÁÖÅ ÓÁÍÅ ÐÁÓÓ×ÏÒÄ ÂÕÔ ÈÁÓÈÅÓ ÁÒÅÎȭÔ ÅÑÕÁÌɊ  
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ÁOffline Cracking 

ÁTwo methods: 

ǐBrute-force/Dictionary attacks:  real-ÔÉÍÅ ȰÇÕÅÓÓÅÓȱ 

ǐRainbow Table attacks:  pre-ÃÏÍÐÕÔÅÄ ȰÇÕÅÓÓÅÓȱ 
ǐVery effective against LM hashes (99.9%)  

ǐEffective against many NT hashes up to about 8 characters 

ǐOnline Rainbow Tables: http://www.onlinehashcrack.com/  

ÁPass-the-Hash 

ÁTechniques which allow attackers to authenticate with 
the hash directly (so no need to crack the passwords) 

ǐExample tools include Pass-the-Hash Toolkit & Metasploit 
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ÁHashes must reside on the system 

ÁFor local accounts, hashes stored in the SAM database 

ÁFor domain accounts, the domain user must have 
performed an interactive logon to the system (more on 
interactive logons in a moment)  

ǐIf interactive logon occurs, hashes are stored in 2 places: 
ǐStored ÏÎ ÄÉÓË ÁÓ ȰÃÁÃÈÅÄ ÃÒÅÄÅÎÔÉÁÌÓȱ 

ǐStored in memory while the user remains logged on 
 

ÁAttacker must have Administrative rights to 
obtain the hashes 
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Á Interactive Logon: 
ÁThis logon gives you access to the Windows desktop 
ÁExamples include: 
ǐLocal logon at the console 
ǐTerminal Services/Remote Desktop 
ǐCitrix 
ǐVNC 

ÁAdditionally, the RunAs command performs an Interactive logon! 
 

ÁNetwork Logon: 
ÁThis logon occurs when you access remote file shares or printers 
ÁExamples include: 
ǐMapping a drive 
ǐConnecting with MMC snap-ins 
ǐWMI/WMIC 
ǐPsExec 
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ÁWindows  
,ÏÇÏÎ Ȱ4ÙÐÅȱ  
codes: 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 From: http://www.ultimatewindowssecurity.com/securitylog/quickref/Default.aspx  13 
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Á Domain ÕÓÅÒ Ȱ-3!$-53%2Χȱ ÉÓÓÕÅÓ #42,-ALT-DEL logon 
sequence on ×ÏÒËÓÔÁÔÉÏÎ Ȱ80-30Ψȱ 

ÁWindows Event Logs ÏÎ Ȱ80-30Ψȱ ÓÈÏ× ÁÎ interactive logon 
to the domain (Logon Type 2)  
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ÁNext, I used the RunAs ÃÏÍÍÁÎÄ ÏÎ Ȱ80-30Ψȱ ÔÏ ÏÐÅÎ Á 
ÎÅ× #-$ ×ÉÎÄÏ× ÁÓ ÕÓÅÒ ȰMSAD-53%2Ϋȱȡ 
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Á%ÖÅÎÔ ,ÏÇÓ ÏÎ Ȱ80-30Ψȱ ÓÈÏ× ÔÈÅ Interactive Logon  
(Type 2) for ȰMSAD-53%2Ϋȱȡ 
 
 
 
 
 
 
 
 
 
 
 
 

ÁȰseclogonȱ is a secondary logon, but still Interactive Type 2 
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Á &ÒÏÍ ×ÏÒËÓÔÁÔÉÏÎ Ȱ%8!-).%2ȱȟ ÏÕÒ ÉÎÃÉÄÅÎÔ ÒÅÓÐÏÎÄÅÒ Ȱ-3!$-2%30/.$%2ȱ 
now logs into the remote machine with 3 tools: NET USE, WMIC, and PsExec: 
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ÁNot much in logs from NET USE command, other than 
the fact that this was a Network Logon (Type 3) 
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ÁȰ-3!$-2%30/.$%2ȱ ÃÒÅÁÔÅÓ Á .ÅÔ×ÏÒË ,ÏÇÏÎ ɉ4ÙÐÅ ΩɊ 
Á In the same second, the WMI Provider Service process 

(wmiprvse) is initiated 
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Ψȡ Ȱ-3!$-2%30/.$%2ȱ ÃÁÕÓÅÓ 
Service Control Manager on  
Ȱ80-30Ψȱ ÔÏ ÃÒÅÁÔÅ 03%8%# ÓÅÒÖÉÃÅ 
and then launch CMD.EXE 
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1. Network 
Logon: 
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ÁJust wanted to demonstrate that I was logged 
in with PsExec during this time too, and still 
no hashes were revealed! 
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ÁHashes are available with Interactive Logon 
ÁHashes are not available with Network Logon 
ÁTested with WMIC, PsExec, and NET USE  

ÁAny other tool that uses Network Logon (such as the MMC 
Snap-ins, Regedit, etc.) would have the same result.   

ÁTo verify on your own, simply run the tool of interest and 
check the Event Logs for Logon Type 3. 
 

Á4ÈÉÓ ÉÓ ÇÏÏÄȦ  7ÅȭÒÅ ÐÒÏÔÅÃÔÅÄ ÁÇÁÉÎÓÔ ÈÁÓÈ 
stealing with tools that use Network Logons 
ÁNot the end of the story though.  We still need to consider 
ÏÔÈÅÒ ÁÒÅÁÓ ×ÈÅÒÅ ÏÕÒ ÃÒÅÄÅÎÔÉÁÌÓ ÁÒÅ ÁÔ ÒÉÓËȣ 

23 



Á Access tokens allow a ÕÓÅÒȭÓ ÓÅÃÕÒÉÔÙ ÁÔÔÒÉÂÕÔÅÓȟ ÉÎÃÌÕÄÉÎÇ ÕÓÅÒ 
privileges and group memberships, to be easily referenced by any 
process or thread associated with the user. 
 

Á 2 types of tokens: 
ÁPrimary ɀ Every process has a primary token that describes the 

security context of the user account associated with the process. It 
represents the default security information for that process.  
 

Á Impersonation ɀ Impersonation tokens enable a thread to execute in a 
security context that differs from the security context of the process 
that owns the thread.  These tokens are usually used for client/server 
scenarios.   There are 4 levels of Impersonation tokens: 
 

ǐAnonymous - Has never been supported. 
 

ǐIdentify - Can get the identity of the client, but it cannot impersonate the client 
 

ǐImpersonate - Lets the server impersonate the client on the local system 
 

ǐDelegate - Lets the server impersonate the client on local and remote systems 
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ÁDelegate-level lets attacker run as compromised user 
account on local or remote machines. 
ÁBig concern!! 

 

Á Impersonate-level lets attacker run as compromised user 
account only on the local machine.   
ÁOpens up a local privilege escalation vulnerability 

Á)Î ÏÕÒ ÓÃÅÎÁÒÉÏȟ ×ÅȭÒÅ ÌÅÓÓ ÃÏÎÃÅÒÎÅÄ ×ÉÔÈ ÔÈÉÓ ÂÅÃÁÕÓÅȡ 
1. Most likely, the box is already 0wned by the attacker 

2. %ÖÅÎ ÉÆ ÉÔȭÓ ÎÏÔȟ ×Å ÅÓÔÁÂÌÉÓÈÅÄ ×Å ÎÅÅÄ admin rights and any admin 
account (local or domain) is vulnerable in the same way 
ÍIn other words, ÔÈÅÒÅȭÓ ÎÏ ÁÄÄÉÔÉÏÎÁÌ ÒÉÓË ×ÉÔÈ ÕÓÉÎÇ a domain account 

ÁIn other scenarios, this may be a bigger concern and warrant 
offline analysis rather than live analysis. 
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ÁImpersonate-level tokens are present from:  

ÁRemote network logons 

ǐSMB server is impersonating the privileges of the 
remote user 

ÁOther server services too, such as Telnet and FTP 
 

ÁDelegate-level tokens are present from: 

ÁInteractive (CTRL-ALT-DEL) logons 

ÁUse of RunAs command 

ÁUse of Encrypting File System (EFS) on file server 

ÁAdditional less common situations 
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ÁTools exist that can obtain and co-opt access tokens  

ÁIncognito tool by Luke Jennings is good for testing 
 

ÁTo be used, attacker must be running on remote system as 
a user with the right to impersonate: 
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Á Output from 
Incognito shows 
tokens available, 
including  a 
Delegate-level 
ÔÏËÅÎ ÆÏÒ Ȱ-3!$-
2%30/.$%2ȱȢ 
 

Á What caused it to be 
available? PsExec 
   

Á This token was used 
to spawn a CMD 
ÐÒÏÍÐÔ ÁÓ Ȱ-3!$-
2%30/.$%2ȱȟ 
which can be used 
to connect to 
remote systems 
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Á#ÈÅÃËÉÎÇ ÔÈÅ ÕÓÅÒȭÓ ÁÃÃÏÕÎÔ 
ÓÅÔÔÉÎÇ  ȰAccount is sensitive 
and cannot be delegatedȱ ÆÉØÅÓ 
this issue 
 

ÁThis is a best practice for 
securing sensitive accounts, 
according to Microsoft 
 

Á In my experience, this has no 
adverse effect on normal use of 
ÔÈÅ ÁÃÃÏÕÎÔȟ ÓÏ ÁÎ ȰÅÁÓÙ ×ÉÎȱ ÔÏ 
go ahead and enable it 
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ÁRebooted boxes, then 
logged back in with PsExec 
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Á Token is reported available, 
but is unusable  by Incognito 


