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1. Introducing the SANS 20 Security Controls 

The SANS 20 Security Controls were developed in 2009 to help businesses large 

and small embrace a framework that would promote continuous monitoring and increase 

network awareness (SANS, 2011). Initially labeled as the Consensus Audit Guidelines, it 

was birthed by a partnership of government, public and private organizations and has 

garnered national attention due to the successful implementation by the US Department 

of State. A greater than 88% reduction in vulnerabilities in the first year alone is a key 

highlight of this work (Streufert, 2010). 

An accurate awareness of what is happening on a network is critical to the success 

of an information security program. It is important to do this with automation. “We need 

timely, targeted, and prioritized information to drive security.  Without it, we are driving 

“in the rear-view mirror” (U.S. Department of State, 2011). 

With an automated means to know what is on the network, it would be easier to 

determine if specific activities are authorized. Some security vendors have already 

embraced these controls. Tenable Network Security has published a white paper about 

how its products contribute to the successful implementation. The paper notes that 

Tenable products can help address each of the SANS 20 Security Controls using their 

core product offerings (Gula, Fennelly, 2011). 

2. Why the Small Business? 

According to the United States Small Business Administration, small businesses 

represent over half of all employees in the private sector and represent 44 percent of all 

payroll in this sector (US Small Business Administration). It is commonly believed that 

large businesses are better equipped to have a dedicated and full time monitoring team 

and that small businesses have little to no security monitoring. What if the information 

security staff in small business was able to tune and better leverage the existing tools 

around a consensus based framework designed specifically to address their gaps in 

coverage? Could the act of embracing this framework be an impetus to guide an 

organization of any size from being more compliant to being more secured? By adopting 
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the SANS 20 Security Controls, small businesses can serve as role models for larger 

organizations by using automation to develop, sustain and enhance a robust continuous 

monitoring program. 

3. What Are These Controls You Speak Of? 

3.1. SANS 20 Security Controls 

3.1.1. The individual controls contained in this framework guide the security 

practitioner towards continuous monitoring by establishing broad categories that 

guide and shape behavior. The first fifteen controls can be completely automated. 

The last five can be partially automated, but have certain components that are 

unable to be fully automated at this time. The guiding principles of the SANS 20 

Critical Controls include focusing the defense on the most common and damaging 

attacks, invoking automation and continual measurement along with applying 

technical activities to produce a more consistent defense against attacks that occur 

on a frequent basis (Tarala, Cole, 2009). 

3.1.2. The following are the SANS 20 Critical Security Controls: 

1. Inventory of Authorized and Unauthorized Devices 

2. Inventory of Authorized and Unauthorized Software 

3. Secure Configurations for Hardware and Software on Laptops, Workstations, 

and Servers 

4. Secure Configurations of Network Devices Such as Firewalls, Routers, and 

Switches 

5. Boundary Defense 

6. Maintenance and Analysis of Security Audit Logs 

7. Application Software Security 

8. Controlled Use of Administrative Privileges 

9. Controlled Access Based On Need to Know 
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10. Continuous Vulnerability Assessment and Remediation 

11. Account Monitoring and Control 

12. Malware Defenses 

13. Limitation and Control of Network Ports, Protocols, and Services 

14. Wireless Device Control 

15. Data Loss Prevention 

16. Secure Network Engineering 

17. Penetration Tests and Red Team Exercises 

18. Incident Response Capability 

19. Data Recovery Capability 

20. Security Skills Assessment and Training to Fill Gaps 

 

4. Inventory of Authorized and Unauthorized Devices 
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6. Secure Configurations for Hardware and Software on 
Laptops, Workstations, and Servers 
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#$+0(-L?%&#(#$+(3"*#%:(?%,435(/0<(/??,5(4#(#%(%#$+&(*5*#+:*(40(/(3%0*4*#+0#(

:/00+&;(

( C5*#+:(./*+,40+*(/&+(/(3&4#43/,(3%:?%0+0#(%7(:++#409(#$4*(3%0#&%,(%.a+3#46+;(

E%0749"&409(/"#%:/#+<(./*+,40+*(%7(/,,(%?+&/#409(*5*#+:*(.+7%&+(/(3$/09+(%33"&*(

/,,%J*(/(3%:?/&4*%0(#%(.+(:/<+(/9/40*#(#$+(7%&:+&(10%J(9%%<(*#/#+;(M$+*+(

./*+,40+*(3/0(.+(3&+/#+<(7%&(.%#$(N40<%J*(/0<(T40"L(*5*#+:*(YC!DC2(BA@@Z;(

>/*+,40+*(*$%",<(.+(&"0(</4,52(."#(3+&#/40,5(*$%",<(%33"&(/7#+&(/05(3$/09+*(#%(#$+(

*5*#+:(%&(/??,43/#4%0*(#$/#(<+?+0<(%0(#$+:;((

C!DC(?&%64<+*(F0#&"*4%0(H4*3%6+&5(E$+/#(C$++#*(7%&(.%#$(N40<%J*(YC!DCZ((

/0<(T40"L(YC!DCZ;(G*+(#$+(407%&:/#4%0(?&%64<+<(40(#$+*+(9"4<+*(#%(<+6+,%?(

/"#%:/#+<(*5*#+:(./*+,40+*;(C$%",<(/0("040#+0<+<(3$/09+(%33"&2($/6409(#$+(

?&+64%"*(10%J0(9%%<(3%0749"&/#4%0(J4,,(?&%6+(#%(.+(406/,"/.,+(40(#$+(+6+0#(%7(/(

3%:?&%:4*+(%&("0/"#$%&4K+<(3$/09+;(

[0(T40"L(*5*#+:*2(#$+(/??,43/#4%0(:<e*":(4*(#5?43/,,5(40*#/,,+<(/0<(3/0(.+(

"*+<(#%(3&+/#+(:<e(3$+31*":*(%0(#$+(3%0#+0#*(%7(/(7%,<+&(/0<(J&4#+(#$+(&+*",#*(

#%(/(74,+;(Q<e*":(3/0(#$+0(.+("*+<(#%(3%:?/&+(#$+(3"&&+0#(3$+31*":*(#%(#$%*+(

*#%&+<(40(#$+(?&+64%"*,5(9+0+&/#+<(74,+;(F7(/05(74,+*($/6+(.++0(3$/09+<(*403+(#$+(

,/*#(./*+,40+2(4#(J4,,(.+(0%#+<(40(#$+(+L3+?#4%0(&+?%&#(YQ+<402(S(R%:+&/0K(2(

BA@@Z;((

(

M%(3&+/#+(404#4/,(./*+,40+*(J4#$(:<e*":'(

( 740<(f$%:+(g#5?+(g7(h(L/&9*(:<e*":(^(:<e;#L#(

(

M%(3%:?/&+(3"&&+0#(:<e(3$+31*":*(#%(3%0#+0#*(%7(:<e;#L#'(

( :<e*":(g3(:<e;#L#(^(3"&&+0#;#L#(

(
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)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

7. Secure Configurations of Network Devices Such as 
Firewalls, Routers, and Switches 

E%0#&%,(i(4*(*4:4,/&(#%(E%0#&%,(b(40(#$/#(4#(4*(3%03+&0+<(J4#$(:/40#/40409(/(

*+3"&+(3%0749"&/#4%0;(M$4*(#4:+(#$+(7%3"*(4*(%0(0+#J%&1(<+643+*;(N$/#(4*(#$+(,/*#(

/3#464#5(#$/#(J/*(?+&7%&:+<(%0(0+#J%&1(<+643+*j(T41+,5(4#(J/*(#%(/<<(/(&",+(#%(

?+&:4#(/(0+J(#&/7743(7,%J;(N$+0(J/*(#$+(,/*#(#4:+(6+&4743/#4%0(J/*(:/<+(#%(

+0*"&+(#$+(3%0749"&/#4%0(4*(3%&&+3#j(P%J(J%",<(5%"(10%J(47(4#($/*(.++0(

3$/09+<j(

C+6+&/,(/"#$%&4#/#46+($/&<+0409(9"4<+*(+L4*#(/0<(/&+(7&++,5(/6/4,/.,+;(E$%%*+(

%0+(%7(#$+(.+,%J(/0<(?,/0(#%(*?+0<(/(7+J($%"&*(:/1409(*"&+(#$+(0+#J%&1(<+643+(

3%0749"&/#4%0*(/&+(*+3"&+;(M$+(D/#4%0/,(C+3"&4#5(!9+035(YDC!Z2(E+0#+&(7%&(

F0#+&0+#(C+3"&4#5(YEFCZ(C+3"&4#5(>+03$:/&1*(/0<(H+7+0*+(F07%&:/#4%0(C5*#+:*(

!9+035(YHFC!Z(C+3"&4#5(M+3$043/,(F:?,+:+0#/#4%0(I"4<+*(YCMFI*Z(?&%64<+(

3%0749"&/#4%0(9"4<+*(7%&(0+#J%&1(<+643+*;(E%:?/&+(#$+(3"&&+0#(3%0749"&/#4%0(%7(

5%"&(0+#J%&1(<+643+*(#%(/(10%J0(9%%<(3%0749"&/#4%0;(

!,J/5*(:/40#/40(/0("?</#+<(0+#J%&1(<4/9&/:(.5(/<<409(#$4*(*#+?(#%(#$+(

3$/09+(&+X"+*#(7%&:;(E$/09+(3%0#&%,(7%&:*(*$%",<(.+(3%:?,+#+<(J4#$(

/??&%?&4/#+(/??&%6/,*(.+7%&+(,%99409(40(#%(#$+(<+643+;(C?+/1409(%7(,%99409(402(

*#&%09,5(3%0*4<+&("*409()/<4"*(/"#$+0#43/#4%0(7%&(&+X"4&+(7%&(0/:+<(,%940*;(F7(

?&/3#43/,2(/,*%(3%0*4<+&(#J%W7/3#%&(/"#$+0#43/#4%0;(!,+&#(/,,(/<:404*#&/#%&*(%7(

+6+&5(/##+:?#+<(,%940(/0<(&",+(3$/09+*;(

(

8. Boundary Defense 

E%0#&%,(e(."4,<*(%0(E%0#&%,(i(/0<(4*(3%03+&0+<(J4#$(403&+/*+<(/J/&+0+**(/0<(

<+7+0*+(%7(#$+(0+#J%&1(.%"0</&5;(M%(<+7+0<(#$+(.%"0</&5(:+/0*(5%"(:"*#(.+(

/J/&+(%7(J$/#(#&/7743(9%+*(#$&%"9$(/,,(0+#J%&1(*+9:+0#*;(E$/09+(3%0#&%,(

?&%3+<"&+*(#$/#(/&+(*#&43#,5(7%,,%J+<(/&+(/,*%(/0(4:?%&#/0#(*#+?(#%J/&<(

*"33+**7",,5(4:?,+:+0#409(#$4*(3%0#&%,;(
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E%0749"&/#4%0(9"4<+*(7&%:(#$+(74&+J/,,(/0<(&%"#+&(6+0<%&*(3/0(.+(/(9%%<(

?,/3+(#%(*#/&#(/(3%0749"&/#4%0(/0<(/"<4#(7&/:+J%&1;(M$4*(:/#+&4/,(?/4&+<(J4#$(

$/&<+0409(9"4<+*(7&%:(#$+(E+0#+&(7%&(F0#+&0+#(C+3"&4#5(/0<(#$+(D/#4%0/,(C+3"&4#5(

!9+035;(

N$/#(3/0(.+(<%0+(/0<(J$+&+(<%(5%"(*#/&#(4:?,+:+0#409(#$4*(3%0#&%,(#%(

:%04#%&(/0<(.+##+&(:/0/9+(#$+(.%"0</&5(<+7+0*+*j(R&%?+&(409&+**(/0<(+9&+**(

74,#+&409(*$%",<(.+(40(?,/3+;(N$/#(#&/7743(4*(/,,%J+<(40#%(5%"&(0+#J%&1(4*(a"*#(/*(

4:?%&#/0#(/*(J$/#(4*(/,,%J+<(#%(,+/6+;(>,/31,4*#(10%J0(./<(*4#+*(/0<(J$4#+(,4*#(

/??&%6+<(."*40+**(*4#+*;([03+(#$4*(4*(<%0+2(/(3/&+7",(/0/,5*4*(%7(J$/#(&+:/40*(

J4,,(.+(7&"4#7",;(

!,J/5*(*+0<(/,+&#*(%7(*"33+**7",(0+#J%&1(<+643+(,%940*(/0<(?%,435(3$/09+*(#%(

+6+&5(:+:.+&(%7(#$+(*+3"&4#5(#+/:;(Q%04#%&(/99&+9/#+(</#/(7&%:(5%"&(DFHC(#%(

,%%1(7%&(#&+0<*(%&(0+J($%*#*;(!(7/*#(/0<(7&++(J/5(#%(<%(#$4*(4*(J4#$(#$+(7&++(T40"L(

<4*#&4."#4%0(C+3"&4#5([04%0(Y>"&1*2(BA@@Z;(M$4*(?,/#7%&:(4*(?&+W40*#/,,+<(/0<(

3%0749"&+<(J4#$(*+6+&/,("*+7",(0+#J%&1(*+3"&4#5(:%04#%&409(#%%,*;(

C+3"&4#5(K%0+*(:"*#(.+(3&+/#+<(/0<(<4,49+0#,5(:/40#/40+<(#$/#(/&+(./*+<(%0(

#$+(<477+&+0#(#5?+*(#$/#(#&/6+&*+(5%"&(0+#J%&1;(!,,(%#$+&(#$409*(.+409(+X"/,2(#$4*(

J4,,($+,?(6/,4</#+(#$/#(5%"&(*+3"&4#5(+77%&#*(/&+(7%3"*+<(%0(#$+(&49$#(0+#J%&1(

*+9:+0#*;(

(

9. Maintenance and Analysis of Security Audit Logs 

T%9*(/&+(#$+(*409,+(:%*#(4:?%&#/0#(?,/3+(#%(,%%1(J$+0(4#(4*(#4:+(#%(/0*J+&(

#$+(X"+*#4%0(kJ$/#(a"*#($/??+0+<k;(C5*#+:(/0<(*+3"&4#5(,%9*(3/0(*+&6+(/*(

40<43/#4%0*(/0<(J%&1409*(%7(*3/004092(&+3%0(/0<(/##/31;(M$+(:%&+(*5*#+:*(5%"(

$/6+2(#$+(:%&+(4:?&/3#43/,(4#(4*(#%(&+64+J(/,,(%7(#$+(*5*#+:(,%9*(40<464<"/,,5;(M%(

7/34,4#/#+(#$4*2(3%0749"&+(+/3$(*5*#+:(#%(*+0<(4#*(,%9*(#%(/(3+0#&/,4K+<(,%9(&+64+J(

/0<(&+#+0#4%0(*%,"#4%0;(M$4*(J4,,(?"#(/,,(%7(#$+(,%9*(40(%0+(?,/3+(/0<(/,*%(1++?*(

/0%#$+&(3%?5(40(/0(/,#+&0/#+(,%3/#4%0;(F#(4*($/&<(#%(.+(*"33+**7",(40(407%&:/#4%0(
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)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

*+3"&4#5(J4#$%"#(#$+("*+(%7(#%%,*;(M$4*(3%0#&%,(40(?/&#43",/&(<+?+0<*(%0(#$+(

<4,49+0#(/0<(+77+3#46+("*+(%7(/(&+,4/.,+(#%%,;((

[7#+0(,%9(&+64+J(*%,"#4%0*(/&+(3/?/.,+(%7(409+*#409(,%9*(#$/#(/&+(40(#$+(7%&:(%7(

/(#+L#(74,+;((M$4*(/,,%J*(:%&+(407%&:/#4%0(#%(.+(+0#+&+<(/0<($%?+7",,5(3%&&+,/#+<(

#%(</#/(7&%:(#$+(%#$+&(,%9(*%"&3+*;(!(9%%<(#%%,(0%#(%0,5(/,,%J*(5%"(#%(*+/&3$(

#$&%"9$(#$+(,%9*2(."#(/,*%(,+#*(5%"(*3$+<",+(&+3"&&409(*+/&3$+*(/0<(/,+&#(J$+0(

*%:+#$409(4*(7%"0<;(M$+(7%,,%J409(+L/:?,+*(%7(&+?%&#*(/0<(/,+&#*(3/0(*+&6+(/*(

#$+(7%"0</#4%0(%7(5%"&(40<43/#4%0*(/0<(J/&0409*(%7(/##/31(/0<(4:?&%?+&(

3%0749"&/#4%0*;((

(

l( ((((C"33+**7",(Y/0<("0*"33+**7",Z(,%940*(#%(74&+J/,,(/0<(/05(&",+(3$/09+*(

l( ((((H/4,5(,%9(6%,":+(&+?%&#(7%&(#$+(,/*#(*+6+&/,(</5*(

l( ((((P%*#($/*(0%#(*+0#(,%9*(%6+&(#$+(,/*#(Bi($%"&*(

l( ((((!,,()+:%#+(H+*1#%?(R&%#%3%,("*/9+(

l( ((((!,,(#J%(7/3#%&(/"#$+0#43/#4%0(*5*#+:(/0<(<+643+("*/9+(

l( ((((C+3"&4#5(,%9(3,+/&+<(

l( ((((D+J("*+&*2(+*?+34/,,5(40(?&464,+9+<(9&%"?*(

l( ((((O4,+(F0#+9&4#5(Q%04#%&409(YOFQZ(/,+&#*(%0(3&4#43/,(74,+*(/0<(7%,<+&*(

(

D%#(/,,(#%%,*($/6+(#%(.+(?"&3$/*+<2($%J+6+&;(Q/&#40(P%,*#+(<+6+,%?+<(#$+(

7&++(-0#+&?&4*+(T%9(C+/&3$(/0<(!&3$46+(Y-TC!Z;(-TC!(4*(/(3+0#&/,4K+<(*5*,%9(

?,/#7%&:(#$/#(?&%64<+*(/(7",,5(/*503$&%0%"*(40#+&7/3+(#$/#(0%&:/,4K+*(,%9*(/0<(

:/1+*(*+/&3$409(#$&%"9$(,%9(</#/(*4:4,/&(#%(/(#5?43/,(J+.(*+/&3$;(F#(/,*%(403,"<+*(

#%%,*(7%&(/**490409(?+&:4**4%0*2(+:/4,(/,+&#*2(*3$+<",+<(X"+&4+*(/0<(9&/?$409;(

YP%,*#+2(BA@@Z;(

Q43&%*%7#(?&%64<+*(/(<+*3&4?#4%0(%7(#$+(*+3"&4#5(+6+0#*(40(J40<%J*(64*#/(/0<(

40(N40<%J*(C+&6+&(BAAd2(403,"<409(/(<%J0,%/</.,+(,4*#(%7(/,,(*+3"&4#5(/"<4#(

+6+0#*(YQ43&%*%7#2(BAAmZ;(E%0*4<+&(J$43$(%7(#$+*+(+6+0#*(5%"(J/0#(#%(10%J(

/.%"#(/0<(3&+/#+(/,+&#*(/0<(&+?%&#*(#$/#(40<43/#+(J$+0(#$+5(%33"&;(>5(
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)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

"0<+&*#/0<409(J$/#(4*(J&4##+0(#%(#$+(,%9*(/0<(J$/#(/3#4%0*(#$+5(&+?&+*+0#2(:%&+(

6/,"+(J4,,(.+(&+/,4K+<(.5(#$+(*+3"&4#5(/0<(*5*#+:*(/<:404*#&/#%&*(((

C!DC(?&%64<+*(/(M%?(e(-**+0#4/,(T%9()+?%&#*(,4*#(#$/#(3/#+9%&4K+*(+6+0#*(#$/#(

3+&#/40,5(*$%",<(.+(/<<&+**+<(40(,%9(&+64+J;(M$+5(/&+(.&%/<(+0%"9$(#%(.+(6/,4<(

40(/,,(+064&%0:+0#*(/0<(*+&6+(/*(9%%<(3%06+&*/#4%0(*#/&#+&*(J$+0(,%%1409(7%&(

?&%?+&(,%9(&+64+J(/0<(/0/,5*4*(Y>&+0#%02(>4&<2(S()/0":Z;(

(

( l( !##+:?#*(#%(I/40(!33+**(#$&%"9$(-L4*#409(!33%"0#*(

( l( O/4,+<(O4,+(%&()+*%"&3+(!33+**(!##+:?#*(

( l( G0/"#$%&4K+<(E$/09+*(#%(G*+&*2(I&%"?*(/0<(C+&643+*(

( l( C5*#+:*(Q%*#(=",0+&/.,+(#%(!##/31(

( l( C"*?434%"*(%&(G0/"#$%&4K+<(D+#J%&1(M&/7743(R/##+&0*(

(

-0*"&+(#$/#(+/3$(<+643+("*+*(/(#&"*#+<(#4:+(*%"&3+(7%&(DMR(#%(+0*"&+(#$+(

#4:+(%7(+/3$(+6+0#(%0(+/3$(*5*#+:(3/0(.+(+/*4,5(/0<(&+,4/.,+(3%&&+,/#+<;(

F#(4*(/(9%%<(4<+/(#%(#+*#(#$/#(#$+(,%9(/,+&#*(/&+(J%&14092(?/&#43",/&,5(47(4#($/*(.++0(/(

J$4,+(*403+(%0+(%7(#$+:(J/*(&+3+46+<;(

C?,"01(4*(/0(+L/:?,+(%7(/(,%9(&+64+J(/0<(3%0*%,4</#4%0(#%%,;(C?,"01(3%:?4,+*(

/,,(*5*#+:2(<+643+(/0<(/??,43/#4%0(,%9*(40#%(%0+(?,/3+(/0<(?&%64<+*(/(I%%9,+W,41+(

40#+&7/3+(40#%(#$+*+(,%9*;(C+/&3$+*(3/0(.+(3&+/#+<2(&+740+<(/0<(*3$+<",+<(#%(&"0(

/#(&+9",/&(40#+&6/,*;(M$+*+(3/0(.+(3%0749"&+<(#%(*+0<(/0(/,+&#(47(#$+(0":.+&(%7(

&+*",#*(7&%:(#$4*(/"#%:/#+<(*+/&3$(4*(9&+/#+&(#$/0(K+&%;(

(

10. Application Software Security 

!##/31*(/9/40*#(/??,43/#4%0*(/&+(3+&#/40,5(/(9&%J409(#$&+/#(#%(%&9/04K/#4%0*;(

C%:+(/&9"+(#$/#(/*(*5*#+:(/<:404*#&/#%&*(.+3%:+(.+##+&(/#(3%0749"&409(/0<(

?/#3$409(#$+4&(*5*#+:*2(#$+(/??,43/#4%0(4*(#$+(0+L#(,%943/,(#/&9+#(%7(/##/31;(N$/#(

3/0(.+(<%0+(/#(,4##,+(#%(0%(3%*#(#%($+,?(?&+6+0#(#$+*+(#$&+/#*(#%(5%"&(

+064&%0:+0#j(
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(

M/1+(#$+(404#4/#46+(#%(,+/&0(/.%"#(#$+([N!CR(M%?(@A(R&%a+3#(Y[N!CR2(BA@AZ;(

G*+(#$4*(407%&:/#4%0(#%(3&+/#+(/0(%09%409(J%&1*$%?(7%&(5%"&(<+6+,%?+&*;(P+,?(

#$+:(,+/&0(#$+*+(3%03+?#*(/0<(.+(.+##+&(?&+?/&+<(#%(/6%4<(#$+:;(Q++#(J4#$(5%"&(

<+6+,%?+&(/0<(X"/,4#5(/**"&/03+(#+/:*(:%0#$,5(/0<(&+64+J(%0+(%7(#$+(3/#+9%&4+*(

+/3$(*+**4%0;(N4#$(#$+(?&+6/,+03+(%7(64&#"/,4K/#4%0(*%,"#4%0*(/6/4,/.,+2(4#(J4,,(.+(

+/*5(#%(3&+/#+(/0(+064&%0:+0#(7%&(#$+:(#%(#+*#(#$+*+(3%03+?#*(7&%:(#$+(3%:7%&#(

%7(#$+4&(%J0(3".43,+*;(T+/6+(5%"&(+9%(/#(#$+(<%%&(/0<(5%"(J4,,(740<(#$4*(#%(.+(/(

6/,"/.,+(+L?+&4+03+(7%&(+6+&5%0+;()+3%904K+(#$/#(.%#$(9&%"?*(3/0(,+/&0(/(J+/,#$(

%7(407%&:/#4%0(7&%:(+/3$(%#$+&(/0<(*#&+09#$+0(+L4*#409(&+,/#4%0*$4?*;(F#(J4,,(

3+&#/40,5(9%(/(,%09(J/5(/#(.&4<9409(#$+(9/?(.+#J++0(#$+(<+6+,%?+&*(/0<(*+3"&4#5;(

!(:%*#(+L3+,,+0#(?&+W3%0749"&+<(?,/#7%&:(#%("*+(.5(5%"&(<+6+,%?+&*(/0<(

X"/,4#5(/**"&/03+(#+/:*(4*(C/:"&/4(N+.(M+*#409(O&/:+J%&1(YNMOZ;(M$4*(7&++(

T40"L(<4*#&4."#4%0(4*(?"&?%*+(."4,#(7%&(J+.(/??,43/#4%0(?+0+#&/#4%0(#+*#4092(

403,"<+*(0":+&%"*(#%%,*((Yn%$0*%02((C+/&,+2(BA@@Z;(

F0#+9&/#+(/#(,+/*#(%0+(3%:?%0+0#(%7(5%"&(407%&:/#4%0(*+3"&4#5(?&%9&/:(40#%(

+/3$(*#+?(%7(#$+(C%7#J/&+(H+6+,%?:+0#(T47+(E53,+(YCHTEZ;(M$+(1+5(4*(#%(9+#(#%(#$+(

?%40#(J$+&+(#$+(<+6+,%?+&*(*++1(5%"(%"#;(M$4*(:/5($/6+(#%(406%,6+(.&4.+&5(/0<(

*#/5409(,/#+(J4#$(#$+:(<"&409(:/40#+0/03+2(."#(#$4*(?/&#0+&*$4?(4*(6+&5(?%**4.,+(

#%(/3$4+6+(J4#$(*%:+(+77%&#;(

T%%1(7%&(J/5*(#%(/6%4<(#$+(Be(Q%*#(H/09+&%"*(R&%9&/::409(-&&%&*(

?".,4*$+<(.5(Q4#&+(/0<(C!DC;(E/#+9%&4+*(%7(#$+*+(+&&%&*(403,"<+(F0*+3"&+(

F0#+&/3#4%0(>+#J++0(E%:?%0+0#*2()4*15()+*%"&3+(Q/0/9+:+0#(/0<(R%&%"*(

H+7+0*+*(YC!DC2(BA@@Z;(

F0*#4#"#+(/(?++&(&+64+J(?&%9&/:(J$+&+(3%<+(4*(&+64+J+<(.+7%&+(4#(4*(

?".,4*$+<(.5(/(7+,,%J(<+6+,%?+&;(E%0*4<+&(4:?,+:+0#409(/(0%:40/,(&+J/&<(7%&(

+/3$(*+3"&4#5(4**"+(4<+0#474+<(.+7%&+(4#(4*(&+,+/*+<(40#%(?&%<"3#4%0;(Q/1+(#$+(74&*#(

<%0/#4%0(#%(#$+(7"0<(#%(*$%J(#$+(<+6+,%?:+0#(#+/:(5%"(/&+(+09/9+<(40(#$+(

?&%3+**;(M$4*(4*(0%#(:+/0#(#%(.+($/&/**:+0#2(&/#$+&(/(#%%,(#%(+09/9+(#$+(

<+6+,%?+&*(#%(,+/0(:%&+(40#%(*+3"&+(%?+&/#4%0*;(G*409(#$+*+(6+&5(3%*#(+77+3#46+(
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(

)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

#+3$04X"+*(J4,,(9%(/(,%09(J/5(#%(403&+/*+(#$+(*+3"&4#5(?%*#"&+(%7(5%"&(

/??,43/#4%0*;(

(

11. Controlled Use of Administrative Privileges 

I/40409(/33+**(#%(/<:404*#&/#46+(/33%"0#*(4*(%7#+0(#$+(9%/,(%7(/0(/##/31+&;(

N$/#(3/0(5%"(<%(#%(+0*"&+(#$/#(%0,5(#$+(/??&%?&4/#+,5(#&/40+<(/0<(7",,5(

/33%"0#/.,+(?+%?,+($/6+(/0<(:/40#/40(/<:404*#&/#46+(/33+**(%0(5%"&(*5*#+:*j(

M$4*(+77%&#(:"*#(*#/&#(J4#$(/0(/33"&/#+(406+0#%&5(%7(+6+&5(/33%"0#(J4#$(+,+6/#+<(

/33+**(/0<(:"*#(.+(*#&43#,5(:/40#/40+<;(M$+(3$/09+(3%0#&%,(.%/&<(*$%",<(

/??&%6+(+6+&5(0+J(/33%"0#(#$/#(&+X"4&+*(?+&*4*#+0#(/<:404*#&/#46+(/33+**;(

Q/40#/40409(*#&43#(/<:4**4%0(9"4<+,40+*(7%&(/<:404*#&/#46+(/33+**(J4,,($+,?(3"&.(

#$+(<+*4&+(7%&(+6+&5%0+(#%(.+(/0(/<:404*#&/#%&;(F:?,+:+0#(/0(/00"/,(&+0+J/,(

?&%3+**(#$/#(&+X"4&+*(+/3$(/<:404*#&/#%&(#%(a"*#475($4*(%&($+&(3%0#40"+<(0++<(7%&(

+,+6/#+<(/33+**;(

-03%"&/9+(/<:404*#&/#%&*(#%(:/40#/40(<477+&+0#(?/**J%&<*(7%&(/<:404*#&/#%&(

/33%"0#*(J$+&+(3,+/&(<477+&+03+*(40(*5*#+:(#5?+(+L4*#2(*"3$(/*(%0(J%&1*#/#4%0*(

/0<(40<464<"/,(*+&6+&(#5?+*;(M$4*(J4,,($+,?(<+#+&("040#+0#4%0/,(/33+**(#%(

3%,,/#+&/,(*5*#+:*(7%&(J$43$(*5*#+:(/<:404*#&/#%&*(/&+(0%#(+L?,434#,5(/"#$%&4K+<(

#%("*+;((-03%"&/9+(#$4*(?&/3#43+(.5(&+X"4&409(:%&+(7&+X"+0#(?/**J%&<(+L?4&5(/0<(

403&+/*+<(3%:?,+L4#5(&",+*(7%&(#$+*+(/33%"0#*;(

!33%"0#*(J4#$(+,+6/#+<(/33+**(:"*#(.+("*+<(%0,5(J$+0(/<:404*#&/#46+(

/3#464#4+*(/&+(&+X"4&+<;(D%&:/,(J+.(.&%J*409(/0<(+:/4,("*/9+(*$%",<(0+6+&(.+(

?+&:4##+<(7&%:(/33%"0#*(#$/#($/6+(+,+6/#+<(/33+**;(M$+(</:/9+(#$/#(3%",<(%33"&(

4*(:"3$(9&+/#+&(#$/0(#$+(3%06+04+03+(9/40+<(.5(/,,%J409(/(*5*#+:(/<:404*#&/#%&(

#%(3$+31(#$+4&(MJ4##+&(/33%"0#;(

N$+&+(7+/*4.,+2(&+X"4&+(/,,(/<:404*#&/#46+(/33+**(#%(.+(/3$4+6+<(.5(+,+6/#409(

#$+4&(/33+**(7&%:(/(&+9",/&("*+&(/33%"0#;(-L/:?,+*(#%(7/34,4#/#+(#$4*(#%(3&+/#+(/(

Q43&%*%7#(Q/0/9+:+0#(E%0*%,+(YQQEZ(#$/#(403,"<+*(/,,(#%%,*(0++<+<(7%&(

/<:404*#&/#4%0;([?+0(#$4*(J4#$(/()"0(!*(3%::/0<(#$/#("*+*(#$+(3&+<+0#4/,*(%7(
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(

)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

#$+(+,+6/#+<(/33%"0#;(M$+(N40<%J*(3%::/0<(?&%:?#(3/0(/,*%(.+(&"0(/*(/0%#$+&(

"*+&(.5(&49$#(3,431409(#$+(43%0(/0<(*+,+3#409(#$+()"0!*(%?#4%0;((

!33"&/#+(/0<(#4:+,5(&+3%&<409(/0<(<4*#&4."#409(/,,(/3#464#4+*(?+&7%&:+<(.5(

:+:.+&*(%7(+,+6/#+<(/33+**(9&%"?*(/*(7%"0<(40(*5*#+:(/0<(*+3"&4#5(,%9*(3%",<(

$+,?(<+#+&(:4*"*+(/0<(403&+/*+(/33%"0#/.4,4#5;(E%0749"&+(/(</4,5(/"#%:/#+<(

&+?%&#(#$/#(,4*#*(/,,(/<:404*#&/#46+(/3#464#4+*(7&%:(#$+(?&+64%"*(</5(#%(#$+(+0#4&+(

#+/:;((

T%%1(7%&(<+7/",#(/33%"0#*(%0(J%&1*#/#4%0*(/0<(*+&6+&*(#$/#(3/0(.+(&+:%6+<(

%&(<4*/.,+<;(F#(4*("?(#%(5%"(#%(+L?,/40(/0<(a"*#475(+6+&5(/33%"0#(%0(5%"&(*5*#+:;(

M$+(7/*#+&(5%"(3/0(4<+0#475(0+J(/33%"0#*(%0(#$+(*5*#+:2(#$+(.+##+&;(

M$+("0<+&,409(9%/,(:"*#(.+(#%(<%(+6+&5#$409(40(5%"&(?%J+&(#%(0%#(/,,%J(

"0#&/40+<(%&("0/"#$%&4K+<(?+%?,+(#%(9/40(/<:404*#&/#46+(/33+**(%0(5%"&(

0+#J%&1*(%&(*5*#+:*;((

(

(

12. Controlled Access Based On Need to Know 

C4:?,5(.+409(/0(+:?,%5++(*$%",<(0%#(*+&6+(/*(/<+X"/#+(a"*#4743/#4%0(#%(

%.#/40(/33+**(#%(3%:?/05(</#/;(C+9&+9/#4%0(%7(,%943/,(/33+**(:"*#(.+(40(?,/3+(#%(

$+,?(<+#+&(3/*"/,(.&%J*409(/0<(?%#+0#4/,("0/"#$%&4K+<(</#/(<4*3,%*"&+;(C#/&#(

J4#$(.&%/<(3%03+?#*(*"3$(/*(<+?/&#:+0#*(/0<(#+/:*(/*(/(J/5(#%(4*%,/#+(*5*#+:*(

/0<(</#/(7&%:(#$%*+(#$/#(<%(0%#(&+X"4&+(/33+**;(

!(</#/(3,/**4743/#4%0(?&%9&/:2(+6+0(47(+,+:+0#/&5(40(0/#"&+2(J%",<(.+(

6/,"/.,+(#%($+,?(/3$4+6+(#$+(%.a+3#46+(%7(#$4*(3%0#&%,;(-6+0(47(#$+&+(/&+(.&%/<(/0<(

,4:4#+<(3/#+9%&4+*(%7(</#/(#5?+*2(4#(J%",<(.+(6/,"/.,+(#%(10%J(J$+&+(*+0*4#46+(

</#/(4*(*#%&+<(#%(:/1+(*"&+(4#(4*(/<+X"/#+,5(?&%#+3#+<(7&%:(?%**4.,+(:4*"*+;((

C"33+**7",(4:?,+:+0#/#4%0(%7(#$4*(3%0#&%,(J4,,(3+&#/40,5(&+X"4&+(:/0/9+:+0#(

*"??%&#;(!(:+#$%<(#%(9/40(#$4*(*"??%&#(4*(#%(*?+/1(J4#$(#$+:(/.%"#(*+0*4#46+(

407%&:/#4%0(#$+5("*+(40(#$+(3%:?/05(/0<(?&%64<+(/0(/0/,5*4*(%7(+6+&5%0+(J$%(

3"&&+0#,5($/*(/33+**(#%(#$4*(</#/;(M$4*(/??&%/3$(:/5(0%#(/,J/5*(J%&12(."#(4#(

3%",<($+,?(&/4*+(#$+(4:?%&#/03+(%7(4:?,+:+0#409(#$4*(/33+**(3%0#&%,(:%<+,;((
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(

)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

-07%&3+(*#&43#(&%,+(./*+<(/33+**(7%&(/,,(*+0*4#46+(&+*%"&3+*(*"3$(/*(<4&+3#%&4+*(

/0<(*+&6+&*(/0<(3%0749"&+(#$+(<+7/",#(/3#4%0(#%(<+05(7%&(/,,(/33+**(#$/#(4*(0%#(

+L?,434#,5(9&/0#+<;(T%9(7/4,+<(/33+**(/##+:?#*(/0<(/,+&#(#$+(#+/:(J$+0(7/4,+<(

&+*%"&3+(/##+:?#*(/&+(<+#+3#+<;((

C+#(/(:%0#$,5(3/,+0</&(&+:40<+&(#%(&+64+J(#$+(/33+**(%7(/(*:/,,(0":.+&(%7(

+:?,%5++*;(>+(%0(9"/&<(7%&(/33+**(#$/#(:/5(0%(,%09+&(.+(&+X"4&+<;(M$4*(3/0(.+(/(

<+,43/#+(?&%3+**2(*%(.+(*+0*4#46+(#%(.%#$(#$+(&+/,(/0<(#$+(?+&3+46+<(0++<*(%7(3%W

J%&1+&*;(-07%&3409(#$4*(4*(?/&#43",/&,5(<47743",#(J4#$(+:?,%5++*(J4#$(#+0"&+(J$%(

#+0<(#%(/33":",/#+(/33+**(%6+&(#4:+;(

(

13. Continuous Vulnerability Assessment and 
Remediation 

E%0749"&+(/(0+#J%&1(*3/00+&(#%(?+&7%&:(</4,5(<4*3%6+&5(*3/0*(%0(#$+(40#+&0/,(

/0<(+L#+&0/,(0+#J%&1*;()+64+J(#$+(%"#?"#(7%&(0+J($%*#*(/0<("0+L?+3#+<(

*+&643+*;(Q/1+(3+&#/40(#$/#(#$+*+(*3/0*(/&+(<+#+3#+<(.5(5%"&(*+3"&4#5(3%0#&%,*2(

*"3$(/*(D+#J%&1(F0#&"*4%0(H+#+3#4%0(YDFHCZ(/0<(74,+(:%04#%&409(#%%,*;(M$4*(

#+3$04X"+(4*(6+&5(6/,"/.,+(/0<(J4,,($+,?(/**+**(#$+(:/#"&4#5(%7(#$+(3%0#40"%"*(

:%04#%&409(?&%9&/:;(

M$+(7&++(Q43&%*%7#(N40<%J*(C+&6+&(G?</#+(C+&643+*(YNCGCZ(?&%64<+*(

/"#%:/#+<(?/#3$409(%7(Q43&%*%7#(?&%<"3#*;(M$+(/<:404*#&/#%&(3/0(*3$+<",+(

3/#+9%&4+*(%7(?/#3$+*(/0<(*3$+<",+(#$+4&(40*#/,,/#4%0;(!,*%(403,"<+<(4*(/(&+?%&#409(

3/?/.4,4#5;(NCGC(3/0(*+0<(</4,5(&+?%&#*(64/(+:/4,(#%(/<:404*#&/#%&*(0%#475409(

#$+:(%7(0+J(?/#3$(&+,+/*+*(/0<(#$+(*#/#"*(%7(#$+4&(40*#/,,/#4%0;(

-6+0(47(40(/(*4:?,+(*?&+/<*$++#(7%&:/#2(#&/31(/,,(%?+0(6",0+&/.4,4#4+*(/3&%**(

+/3$(*5*#+:(#5?+;(F7(5%"(9+#(#%(#$+(?%40#(J$+&+(5%"(<%(0%#(10%J(J$/#(#/*1(#%(

J%&1(%0(0+L#2(#$4*(J4,,(*+&6+(/*(/0(+L3+,,+0#(9"4<+(#%(<4&+3#(5%"&(/##+0#4%0;(

(-0*"&+(#$/#(/7#+&(?/#3$+*(/&+(/??,4+<(#$/#(5%"(6+&475(%"#*4<+(#$+(?/#3$409(#%%,(

#$/#(#$+(?/#3$($/*(/3#"/,,5(.++0(/??,4+<;(T%%1(7%&(3,"+*(*"3$(/*(&+94*#&5(6/,"+*2(
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(

)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

40*#/,,+<(?&%9&/:*(/0<(#$+(,/*#(*5*#+:(&+.%%#(#%($+,?(:+/*"&+(#$4*(3%0#&%,;(M$4*(

J4,,($+,?(:%6+(#$+(*+3"&4#5(?&%9&/:(#%(/(:%&+(:/#"&+(*#/#+;((

(

14. Account Monitoring and Control 

C+0<(/"#%:/#+<(/,+&#*(#%(/05(3$/09+(%&(/##+:?#+<(3$/09+(#%(/05(9&%"?(

J$%*+(:+:.+&*$4?(9&/0#*(+,+6/#+<(/33+**;(H/4,5(/,+&#*(/0<(&+?%&#*(%7(,%31+<W%"#(

/33%"0#*2(<4*/.,+<(/33%"0#*2(/33%"0#*(J4#$(?/**J%&<*(#$/#(+L3++<(#$+(:/L4:":(

?/**J%&<(/9+2(/0<(/33%"0#*(J4#$(?/**J%&<*(#$/#(0+6+&(+L?4&+;((

R+&7%&:(/(X"/&#+&,5(&+64+J(%7(/,,(/33%"0#*(%0(*5*#+:*(/0<(&+3%034,+(#$/#(#%(

#$+(,4*#(%7(+:?,%5++*(7&%:(P":/0()+*%"&3+*(/0<(#$+(?$5*43/,(/33+**(3%0#&%,(

*5*#+:;([7#+0(%0+(%&(:%&+(%7(#$+*+(*5*#+:*(/&+(0%#(3"&&+0#(/0<(4*(/0(/6+0"+(#%(

?%#+0#4/,(3%:?&%:4*+;(H+6+,%?(&+,/#4%0*$4?*(J4#$(P":/0()+*%"&3+*(40(%&<+&(#%(

$/6+(/(:%&+(?&%:?#(+:?,%5++(#+&:40/#4%0(?&%3+<"&+;(N%&1409(#%9+#$+&2(/(

?/&#0+&*$4?(3/0(.+(3&+/#+<(/0<(,+6+&/9+<(J$+0(0++<+<;(

H"&409(40#+&0/,(+:?,%5++(#&/0*7+&*2(9%(#$&%"9$(#$+(+L#&/(*#+?(%7(&+6%1409(/,,(

/33+**(/0<(#$+0(/<<(0+J(/33+**(&+X"4&+<(#%(?+&7%&:(#$+(0+J(a%.;(M$4*(J4,,($+,?(

/6%4<(/33":",/#4%0(%7(?&464,+9+*(%6+&(#$+4&(#+0"&+;((

G*+(#$+(T%9(&+64+J(*%,"#4%0(#%(3&+/#+(/"#%:/#+<(/,+&#*(7%&(/05(0+J(/33%"0#2(

/05(0+J(/<:404*#&/#%&(/33+**(/0<(/,*%(7%&(J$+0(/05(/33%"0#(4*(,%31+<(%"#;(!#(/(

:404:":(5%"(J4,,(.+(/.,+(#%(?&%64<+(.+##+&(3"*#%:+&(*+&643+(.5(10%J409(/.%"#(

/33%"0#*(#$/#(0++<(#%(.+("0,%31+<;(R+&$/?*(#$+*+(*/:+(/,+&#*(3/0(.+("*+<(#%(

*+&6+(/*(40<43/#4%0*(/0<(J/&0409*(#%(/0(/##/31;(

(

15. Malware Defenses 

Q/,J/&+(*$%",<(3+&#/40,5(.+(3%0*4<+&+<("0/"#$%&4K+<(*%7#J/&+(/0<(

/<<&+**+<("*409(#$+(#+3$04X"+*(,4*#+<(40(E%0#&%,(B;(Q/40#/40(/(,4*#409(%7(/??&%6+<(

*%7#J/&+(/0<(4#*(."*40+**(0++<(3/0(.+(&+/<4,5(3%:?/&+<(#%(/,,(*%7#J/&+(#$/#($/*(

.++0(<+#+3#+<;((
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(

)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

Q/,J/&+(?&%#+3#4%0(4*(%7#+0(?/31/9+<(J4#$40(#&/<4#4%0/,(/0#4(64&"*(*%7#J/&+;(

E%0749"&+(#$4*(#%%,(#%(*+0<(4#*(+6+0#*(#%(#$+(/<:404*#&/#4%0(#%%,*(/0<(+6+0#(,%9(

*+&6+&*;(E/&+7",,5(&+64+J(#$+*+(,%9*(7%&(40<43/#4%0*(%7(*5*#+:(3%:?&%:4*+;(

E&+/#+(/,+&#*(*?+34743/,,5(7%&(:/,J/&+(407+3#4%0(/0<(&+*?%0<(#%(#$+*+(?&%:?#,5(#%(

/6%4<(7"&#$+&(</:/9+;(-0*"&+(#$/#(:/,J/&+(<+7+0*+*(/&+(*?+34743/,,5(3%0749"&+<(

#%(3$+31(7%&("?</#+*(+6+&5($%"&(/0<(3%0749"&+(#$+(?%,435(#%(?"*$(0+J(<+7+0*+*(

#%(/,,(/9+0#*(J$+0(/(0+J("?</#+(4*(7%"0<;(

F03,"<+(#$+(Q43&%*%7#(Q/,434%"*(C%7#J/&+()+:%6/,(M%%,(YQC)MZ(40(#$+(

?/31/9+*(<4*#&4."#+<(.5(NCGC;(M$+(QC)M(#%%,(4*(<+?,%5+<(:%0#$,5(/0<(4*("*+7",(

#%(+,4:40/#+(10%J0(/0<(<4*&"?#46+(:/,J/&+;(

(

16. Limitation and Control of Network Ports, Protocols, 
and Services 

(

n"*#(/*(:+0#4%0+<(40(E%0#&%,(e(>%"0</&5(H+7+0*+2(?&%?+&(409&+**(/0<(+9&+**(

74,#+&409(*$%",<(.+(40(?,/3+;(H4,49+0#,5(:/40#/40409(/J/&+0+**(%7(#$+(#&/7743(#$/#(4*(

/,,%J+<(40#%(/0<(%"#(%7(5%"&(0+#J%&1(4*(3&4#43/,;((

C%"&3+O4&+()D!(E%:?,4/03+()",+*(/,,%J(#$+(/<:404*#&/#%&(#%(3&+/#+(&",+*(

#$/#(:4&&%&(#$+(74&+J/,,(&",+*(/0<(/,+&#(J$+0(/05(%#$+&(#&/7743(%33"&*;(M$4*(4*(

3%0749"&+<(40(#$+(/<:404*#&/#46+(3%0*%,+(/#(R%,435(S()+*?%0*+2(E%:?,4/03+2()",+(

Q/0/9+:+0#2(E&+/#+(%&(%?+0(/(I&%"?;((C+,+3#(F7(/(7,%J(+6+0#(%33"&*(/0<(:++#*(

#$+(7%,,%J409(3%0<4#4%0*;(!<<(/(3%0<4#4%0(*"3$(/*(47(R/5,%/<(4*(![T(Q/4,;(M$4*(

7+/#"&+(40()D!(/,,%J*(#$+("*+&(#%(<+740+(/??&%6+<(7,%J*(/0<(&+*?%0<(#%(

+6+&5#$409(0%#(*?+34743/,,5(/,,%J+<;(R%,435(64%,/#4%0*(/0<(0+J(#&/7743(7,%J*(J4,,(

.+3%:+(4::+<4/#+,5(/??/&+0#(/0<(J4,,(.+(3%:?,4:+0#/&5(#%(#$+(#&/<4#4%0/,(

0+#J%&1(74&+J/,,(&",+*;(

R+&7%&:(</4,5(0+#J%&1(<4*3%6+&5(*3/0*("*409(0:/?;(H+?+0<409(%0(#$+(

3%:?,+L4#5(%7(#$+(0+#J%&12(:",#4?,+(*3/00+&*(:/5(0++<(#%(.+(<+?,%5+<(#%(+0*"&+(

3%:?,+#+(3%6+&/9+;(T4*#(#$+(0/:+(%7(+/3$(*+&643+(&"00409(%0(#$+(0+#J%&1(/0<(

/##+:?#(#%(a"*#475(4#*(."*40+**(0++<;(E%0*4<+&(/0(0:/?(<477(*3/0(#%(4<+0#475(/,,(
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$%*#*(/0<(#$+4&(/**%34/#+<(*+&643+*;(G*409(#$+(<477(%?#4%02(&+*",#*(7%&(#$+(0+J(*3/0(

/&+(3%:?/&+<(#%(#$+(?&+64%"*(%0+2(J4#$(%0,5(#$+(3$/09+*(.+409(0%#+<;((

(

17. Wireless Device Control 

N4&+,+**(0+#J%&1(/33+**(/,,%J*(7%&(.+##+&(3%,,/.%&/#4%0(/0<(:%.4,4#5;(N4#$(

#$4*(&+,/#46+,5(0+J(:+<4":(3%:+*(/0(+L#&/(&4*1;(>+(*"&+(#%($/0<,+(#$4*(

/<:404*#&/#46+,5(#$&%"9$(#$+("*+(%7(?%,435(/0<("*+&(+<"3/#4%0(#%(*+#(3,+/&(

+L?+3#/#4%0*(%7(/??&%?&4/#+("*+;(C?+34743(?%,435(&+7+&+03+(*$%",<(.+(:/<+(#$/#(

?&%$4.4#*(#$+("*+(%7(?++&(#%(?++&(J4&+,+**(0+#J%&1409;(

MJ%(:/a%&(3/#+9%&4+*(%7(J4&+,+**(<4*3%6+&5(#%%,*(+L4*#;(!3#46+(#%%,*(*+0<(

?&%.+(&+X"+*#*(?+&4%<43/,,52($%?409(#%(9+#(/(&+*?%0*+;(R/**46+(#%%,*(?&%64<+(

.+##+&(&+*",#*2(<"+(#%(#$+(J4&+,+**(3/&<(.+409(?,/3+<(40(:%04#%&(:%<+;(Q%04#%&(

:%<+(3/0(.+(#$%"9$#(%7(/*(.+409(*4:4,/&(#%(?&%:4*3"%"*(:%<+(%0(/0(-#$+&0+#(

40#+&7/3+(40(?&%:4*3"%"*(:%<+;(-L/:?,+*(%7(/3#46+(*3/00+&*(#5?+(403,"<+(

D+#*#":.,+&(/0<(=4*#":.,+&(;(R%?",/&(?/**46+(*3/00+&*(403,"<+(!4&R3/?(/0<(

U4*:+#(YE/3$+2(N&49$#2(S(T4"2(BA@AZ;(

C+6+&/,(?%?",/&(T40"L(<4*#&4."#4%0*(?&%64<+(?&+(3%0749"&+<(U4*:+#;(G*+(#$+*+(

?,/#7%&:*(#%(3%0#40"/,,5(&"0(%0(%,<(,/?#%?*(40(+/3$(%7743+(,%3/#4%0;(O%&(0%(3%*#2(/(

3%0#40"/,(/**+**:+0#(7%&(J4&+,+**(/3#464#5(3/0(.+(?+&7%&:+<;(!*(+/3$(/33+**(

?%40#(4*(4<+0#474+<2(J$4#+(,4*#(/05(/??&%6+<(/0<(0+49$.%&(."*40+**(/33+**(?%40#(

/0<(403,"<+(#$+:(40(#$+(N4&+,+**(G*/9+(?%,435;(!,,(%#$+&*(:"*#(.+(3,/**474+<(/*(

0+49$.%&(."*40+**+*(%&(&%9"+*(#%(.+(406+*#49/#+<(/0<(<4*/.,+<;(

H4*3%6+&5(%7(J4&+,+**(/33+**(?%40#*(3/0(/,*%(.+(?+&7%&:+<("*409(#&/<4#4%0/,(

0+#J%&1(*3/00409(#%%,*2(*"3$(/*(D+**"*;(G*409(#$+(?,"940(@@ABo2(</4,5(

3%:?,4:+0#/&5(*3/0*(3/0($+,?(4<+0#475(&%9"+(/0<(/"#$%&4K+<(/33+**(?%40#*;(

E%:.40409(.%#$(J4&+<(/0<(J4&+,+**(*3/00409(#%%,*(J4,,($+,?(4<+0#475(J4&+,+**(

"*/9+(40(#$+(+064&%0:+0#;(

(
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18. Data Loss Prevention 

H/#/(T%**(R&+6+0#4%0(YHTRZ(4*(/(0+J(#&+0<(40(F07%&:/#4%0(C+3"&4#52(."#(&+/,,5(

*$%",<(0%#(.+;(HTR(:/5($/6+(.++0(/(:4**+<(%??%&#"04#5(J$+0(DFHC(J/*(

40#&%<"3+<;(F*(4#(/,,(%7(/(*"<<+0(#$/#(</#/(+L74,#&/#4%0($/*(.+3%:+(4:?%&#/0#j(

P%J(J/*(#$4*(:4**+<(/*(/(?&4%&4#5(7%&(*%(,%09j((

H+740+(J$/#(4*(3&4#43/,(</#/(/0<(J&4#+(&+9",/&(+L?&+**4%0(74,#+&*(%0(#$+(DFHC(

#$/#(,%%1(7%&(#$4*(</#/(?/**+<(40("0+03&5?#+<(7%&:/#;(-<"3/#+("*+&*(40(*+3"&4#5(

/J/&+0+**(#&/40409(/.%"#(4:?%&#/03+(%7(&+:/40409(<4,49+0#(J$+0($/0<,409(

*+0*4#46+(407%&:/#4%0;(E&4#43/,(</#/(*$%",<(.+(<+740+<(40(7%&:/,(?%,435(/0<(

<4*3"**+<(40(0+J(+:?,%5++(*+3"&4#5(/J/&+0+**(#&/40409(3,/**+*;(

C0%&#(*490/#"&+*(*"3$(/*(E&+<4#(E/&<(H/#/2(C+0*4#46+(</#/(3&+<4#(3/&<(0":.+&*(

@bd'B(3/0(.+("*+<(#%(*?+34743/,,5(,%%1(7%&:(407%&:/#4%0(#$/#(*$%",<(/,J/5*(.+(

*+0#(*+3"&+,5;((

E%0*4<+&(J$/#(/(</#/(,%**(?&+6+0#4%0(4034<+0#(J%",<(,%%1(,41+(%0(5%"&(

0+#J%&1(/0<(<+*490(5%"&(<+7+0*+*(/0<(/,+&#409(#%(#$+*+(*3+0/&4%*;(C%"&3+O4&+(

E%:?,4/03+()",+*(3/0(.+(3%0749"&+<(#%(/,+&#(J$+0(#$+(74,+*(#$/#(/&+(,/&9+(40(*4K+2(

7,%J*(#$/#(/&+(,%09(40(<"&/#4%0(/0<(7,%J*(#$/#(/&+(0+J(/0<(?&+64%"*,5("0<+740+<;(

[03+(#$+*+(./*43(/,+&#*(/&+(40(?,/3+2(<+6+,%?(/<<4#4%0/,(</#/(,%**(*3+0/&4%*(./*+<(

%0(&+3+0#($49$(?&%74,+(</#/(,%**(+6+0#*(/0<(<+*490(/??&%?&4/#+(3%0#&%,*(#%(<+#+3#(

#$+:;(M$4*(4*(/(,%J(3%*#(J/5(#%(9+#(J4*<%:(/*(3$+/?,5(/*(5%"(3/0;(

(

19. Secure Network Engineering 

C+3"&+(0+#J%&1*(<%(0%#(/??+/&(.5(/334<+0#;(F#(*#/&#*(J4#$(#$%"9$#7",(?,/00409(

/0<(*%"0<(+0940++&409(?&4034?,+*;(C++1(%"#(7,/J*(40(#$+(3"&&+0#(0+#J%&1(<+*490(

/*(/0(/##/31+&(J%",<(/0<(3%&&+3#(/,,(%7(#$+(7/",#*(7%"0<(40(4#*(<+*490;(>5(.+409(

40#+0#4%0/,(/0<(:+#43",%"*2(/(#&"+(<+*490(3/0(+:+&9+(/0<(:%&+(4:?%&#/0#,5(4#(

J4,,(?+&*4*#;((

!(1+5(*#+?(#%(#$4*(4*(3&+/#409(/(<%3":+0#(#$/#(+L?,434#,5(,4*#*(/,,(/??&%6+<(

3%00+3#4%0*(.5(#&/7743(404#4/#%&;(M$4*(4*(/0(+L3+,,+0#(*%"&3+(<%3":+0#(#%(/"<4#(#$+(
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74&+J/,,(&",+*(/9/40*#(+/3$(/0<(+6+&5(X"/&#+&;(H4,49+0#,5(,%%1(7%&(#$+("*+(%7(

40*+3"&+(?&%#%3%,*2(*"3$(/*(OMR(/0<(M+,0+#(40(+/3$(0+#J%&1(*+9:+0#;(N$+0(#$+5(

/&+(7%"0<2(*#&%09,5(3%0*4<+&("*409(?&%#%3%,*(#$/#(<%(0%#(*+0<(#$+4&(407%&:/#4%0(

40(3,+/&(#+L#(7%&:/#;(

C+9:+0#(0+#J%&1*(/33%&<409(#%(*+3"&4#5(K%0+*(/*(J+,,(/*(,%943/,(<+?/&#:+0#*(

/0<(<464*4%0*;(M$4*(J4,,(/,,%J(7%&(:%&+(9&/0",/&(74&+J/,,(&",+*(/0<(/(.+##+&(

"0<+&*#/0<409(%7(#$+(3%::"043/#4%0(?/#$*(#$/#(/&+(&+X"4&+<;(G*409(.%#$(3%,%&W

3%<+<(0+#J%&1(<4/9&/:*(/0<(0+#J%&1(3/.,+*(4*(/0(+L3+,,+0#(64*"/,(40<43/#%&(#%(

#$+(#5?+*(%7(#&/7743(/0<(K%0+*(.+409("*+<(#$&%"9$%"#(#$+(+064&%0:+0#;(

F0(/,,(:%04#%&409(*5*#+:*(#$/#(/,,%J(4#2(,/.+,409(3&4#43/,(*5*#+:*(J4#$40(5%"&(

+L4*#409(:%04#%&409(#%%,*(J4,,($+,?(&+407%&3+(#$+*+(*5*#+:*(40(#$+(:%04#%&409(

#%%,*;(N$+0(/,,(+,*+(7/4,*2(#$4*(3/0($+,?(#%(9"4<+(#$+(4:?/3#(/**+**:+0#;(

F#(4*(4:?%&#/0#(#%(403,"<+(a"04%&(#+/:(:+:.+&*(40(#$+*+(+L+&34*+*(/0<(

<4*3"**4%0*;(>%#$(#+/3$409(/0<(,+/&0409(J4,,($/??+0(7%&(+6+&5%0+(406%,6+<(/0<(

J4,,(,+/<(#%(/(:%&+(407%&:+<(/0<(+09/9+<(#+/:(+064&%0:+0#;((

(

20. Penetration Tests and Red Team Exercises 

R+0+#&/#4%0(#+*#409(4*(%7#+0(3%07"*+<(J4#$(6",0+&/.4,4#5(/**+**:+0#*2(/*(

:+0#4%0+<(40(E%0#&%,(@A;(R+0+#&/#4%0(#+*#409(<477+&*(40(#$/#(4#(406%,6+*(/##+:?#+<(

+L?,%4#/#4%0;(n"*#(,41+(40(E%0#&%,(@A2(?+0+#&/#4%0(#+*#409(*$%",<(%33"&(40(+/3$(

0+#J%&1(K%0+(#%(+0*"&+(/<+X"/#+(3%6+&/9+;((

M&/31(/,,(%?+0(4**"+*(/0<(<%3":+0#(#$&%"9$(3%074&:+<(&+:+<4/#4%0(%7(/,,(

4**"+*(#%(.+(3%&&+3#+<;(H+#+&:40+(/0(+77+3#46+(:+/0*(#%(<%3":+0#(#$+(3%&+(

3/"*+*(%7(#$+*+(4**"+*(#%(:/1+(*"&+(0+J(<+6+,%?:+0#(?&%a+3#*(/&+(0%#(*".a+3#(#%(

#$+(*/:+(7,/J*(4<+0#474+<(40(#$+(?+0+#&/#4%0(#+*#;(

!,J/5*(?+&7%&:(3/&+7",(*3&++0409(%7(?%#+0#4/,(+L#+&0/,(?+0(#+*#+&*;(Q/1+(

*"&+(#$+(?+%?,+(5%"(+09/9+(#%(?+&7%&:(+L#+&0/,(#+*#409($/6+(#%(J%&1(7%&(#$+4&(

:%0+5(/0<(<%(0%#(a"*#(?%40#(/(#%%,(/#(5%"&(0+#J%&1;(O%&3+(#$+:(#%(/&#43",/#+(#$+(

."*40+**(&4*1(/**%34/#+<(J4#$(#$+4&(740<409*;(F<+0#475(/0<(&+*%,6+(/*(:/05(4**"+*(



© 2
011
 SA
NS
 Ins
titu
te, 
Au
tho
r re
tain
s fu
ll ri
gh
ts.

Author retains full rights.© 2011 The SANS Institute

A Small Business No Budget Implementation of the SANS Top 20 Critical Security 

Controls 

22 

(

)"**+,,(-"./01*2(*+3"&4#5+6+&/7#+&89:/4,;3%:(

/*(4*(?%**4.,+(/$+/<(%7(#$+4&(J%&1;()/3+(#%(*++($%J(7/*#(5%"&(3%0#40"%"*(

:%04#%&409(?&%9&/:(4<+0#474+*(+L#+&0/,(?+0+#&/#4%0(#+*#+&*;(F7(#$+5(J%&1(7%&(,%09(

/0<($/6+(0%#(.++0(4<+0#474+<2(#$+&+(/&+(,41+,5(9/?*(40(#$+(3%0#40"%"*(:%04#%&409(

?&%9&/:;(

>/31M&/31(:/1+*(/0(+L3+,,+0#(?&+3%0749"&+<(?,/#7%&:(#%(?+&7%&:(

?+0+#&/#4%0(#+*#*;(>/31M&/31(3/0(+/*4,5(.+("*+<(/*(#$+(?&4:/&5(+064&%0:+0#(#%(

."4,<(/0<("*+(/0(40#+&0/,(?+0(#+*#409(?&%9&/:;(N4#$(*%(:/05(#%%,*(/6/4,/.,+2(4#(4*(

/(9%%<(4<+/(#%(:/1+(/(J++1,5(#/*1(#%(,+/&0(@(#%%,(40(>/31M&/31(?+&(J++1;(N&4#+(/(

*:/,,(0%#+(%7(J$/#(J/*(,+/&0+<(7%&(7"#"&+(&+7+&+03+;(

(

21. Incident Response Capability 

-0,4*#(/,,(+:?,%5++*(#%(&+?%&#(*"*?434%"*(/3#464#4+*(#%(#$+(F034<+0#()+*?%0*+(

M+/:(YF)MZ;(E&+/#+(/(<+<43/#+<(?$%0+(0":.+&(/0<(+:/4,(/<<&+**(#$+5(3/0("*+(#%(

&+?%&#(4**"+*(#%(5%"&(#+/:;(C+3"&4#5(/J/&+0+**(#&/40409(#%(+0/.,+(/,,(+:?,%5++*(

#%(3%0#/3#($+,?(<+*1(J4#$(*"*?434%"*(4**"+*(

Q%0#$,5(F)M(#+/:(:+:.+&(#&/40409(#$/#(3%6+&*(#$+(*#+?*(40(#$+(F034<+0#(

P/0<,409(?&%3+**(J4,,(.+(6+&5("*+7",;(F0(#$4*(#&/404092(<+:%0*#&/#+(/0<(?&/3#43+(/(

*409,+(#%%,(#$/#(:/5(.+("*+<(40(/(&+/,(4034<+0#;()%#/#+(#$+(#&/40409(

&+*?%0*4.4,4#4+*(%7(3%0<"3#409(#$+(#&/40409(/*(/(:+/0*(#%(+09/9+(#$+(+0#4&+(#+/:;(

!7#+&(<+740409(<+#/4,+<(4034<+0#(&+*?%0*+(?&%3+<"&+*2(#$+(4034<+0#(&+*?%0*+(

#+/:(*$%",<(+09/9+(40(?+&4%<43(*3+0/&4%W./*+<(#&/404092(J%&1409(#$&%"9$(/(

*+&4+*(%7(/##/31(*3+0/&4%*(740+W#"0+<(#%(#$+(#$&+/#*(/0<(6",0+&/.4,4#4+*(#$+(

%&9/04K/#4%0(7/3+*;(M$+*+(*3+0/&4%*($+,?(+0*"&+(#$/#(#+/:(:+:.+&*("0<+&*#/0<(

#$+4&(&%,+(%0(#$+(4034<+0#(&+*?%0*+(#+/:(/0<(/,*%($+,?(?&+?/&+(#$+:(#%($/0<,+(

4034<+0#*;(!99&+**46+,5(,%%1(7%&(J/5*(#%(40#+9&/#+(T+**%0*(T+/&0+<(7&%:(

?&+64%"*(4034<+0#*(40#%(*+3"&4#5(<+*490;(

(
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22. Data Recovery Capability 

H+6+,%?(/(J&4##+0(?,/0(#$/#(4<+0#474+*(/,,(."*40+**(%J0+&*(/0<(#$+(?&%3+**+*(

0++<+<(.5(#$+:(#%(&+*#%&+(0%&:/,(%?+&/#4%0*;(F0#+&64+J(#$+(."*40+**(%J0+&*(#%(

.+##+&("0<+&*#/0<(#$+(<+?+0<+034+*(0++<+<(#%(<%(#$+4&(0%&:/,(/3#464#4+*;(

E%0<"3#(/00"/,(#/.,+#%?(+L+&34*+*(J4#$(+/3$(."*40+**(?&%3+**(%J0+&;(G*+(

:%31(*3+0/&4%*(#$/#(3%0*4<+&(/6/4,/.4,4#5(,%**(%7(?+%?,+2(7/34,4#4+*(/0<(#+3$0%,%95;(

F<+0#475(/0<(<%3":+0#(/05(9/?*(4<+0#474+<(40(#$+(+L+&34*+(/0<(4064#+(#$+(."*40+**(

?&%3+**(%J0+&(#%(<+#+&:40+(47(#$+5(*$%",<(.+(3%&&+3#+<(%&(/33+?#+<;(N%&1409(

#$&%"9$(#$4*(?&%3+**(J4,,($+,?(+09/9+(#$+(."*40+**("04#*(/*(#$+5(7%3"*(%0(

&+3%6+&409(#$+4&(%?+&/#4%0(#%(/(0%&:/,(*#/#+;(

M+*#(./31"?(/0<(&+*#%&+(%?+&/#4%0*(%0(/(&+9",/&(/0<(&+3"&&409(./*4*;(E&+/#+(

*?+34743(?&%3+<"&+*(#$/#(J/,1(#$+("*+&(#$&%"9$($%J(#%(:/0"/,,5(./31"?(/0<(

&+*#%&+(</#/;(n"*#(,41+(J4#$(F034<+0#()+*?%0*+2(#$4*(J%&1(%7#+0(%33"&*(<"&409(

$49$W?&+**"&+(:%:+0#*;(P/6409(/(J&4##+0(?&%3+<"&+(J4,,($+,?(+0*"&+(3&4#43/,(

*#+?*(/&+(0%#(:4**+<;(H%3":+0#(+*#4:/#+<(&+3%6+&5(#4:+*(7%&(*5*#+:*(/0<(

/??,43/#4%0*;(C#&46+(#%(4<+0#475(/05#$409(#$/#($/*(#$+(?%#+0#4/,(#%(1++?(#$4*(7&%:(

.+409(*"33+**7",;((

(

23. Security Skills Assessment and Training to Fill 
Gaps 

F*(5%"&(#+/:(J+,,(#&/40+<(%&(<%+*(4#(,/31(7"0</:+0#/,(/0<(%7#+0(#$+(/<6/03+<(

*14,,*(0++<+<(#%(?+&7%&:(#$+4&(a%.*j(!&+(#$+&+(#+/:(:+:.+&*(J$%(/&+(#$+(%0,5(

%0+*(#$/#(10%J(3+&#/40(7"03#4%0*j(N$/#($/??+0*(J$+0(#$+5(/&+(0%#(/6/4,/.,+(7%&(

9%%<(&+/*%0*(%&(./<(%0+*j(C+6+&/,(/6+0"+*(7%&(/3X"4&409(#&/40409(/&+(/6/4,/.,+;(

Q/05(,/&9+(34#4+*($/6+(*%:+(%&(/,,(%7(/,,(%7(#$+(7%,,%J409(*+3"&4#5(7%3"*+<(

9&%"?*(#$/#(7%*#+&(3%::"04#5(/0<(,+/&0409(0+J(3%03+?#*;(!##+0<(#$+*+(:++#409(

/0<(.+3%:+(:%&+(406%,6+<(40(#$+(*+3"&4#5(3%::"04#5;(

(
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24. Conclusions 
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26. Appendix 1 

T4*#(%7(3%0#&%,*(/0<(#%%,*(#$/#(J4,,($+,?(/<<&+**(+/3$'(

(
Inventory of Authorized and 

Unauthorized Devices 

HIDS, Microsoft SMS, Dell Kace, Nessus, 

nmap, OpenVAS, SourceFire RNA 

Inventory of Authorized and 

Unauthorized Software 

HIDS, Kaspersky Anti Virus,Nessus, 

nmap, OpenVAS, Splunk *Nix 

Application, Qualys BrowserCheck, 

WMIC 

Secure Configurations for Hardware and 

Software on Laptops, Workstations, and 

Servers 

Hardening Guides from Center for 

Internet Security, Microsoft Security 

Compliance Manager, MBSA, Nessus, 

nmap 

Secure Configurations of Network 

Devices Such as Firewalls, Routers, and 

Switches 

NSA Security Guides for Cisco Routers 

and Switches. 

Center for Internet Security (CIS) 

Security Benchmarks, DISA STIGs 

Boundary Defense SourceFire, Security Onion 

Maintenance and Analysis of Security 

Audit Logs 

Splunk, Syslog, ELSA 

Application Software Security OWASP Top 10 Project, Samurai WTF 

Controlled Use of Administrative 

Privileges 

Sudo, RunAs, Splunk, Syslog 

Controlled Access Based On Need to 

Know 

Splunk, Syslog 

Continuous Vulnerability Assessment 

and Remediation 

Nessus, nmap, OpenVAS 

Account Monitoring and Control Splunk, Syslog 

Malware Defenses Kaspersky Anti Virus, MSRT 

Limitation and Control of Network Ports, 

Protocols, and Services 

Nessus, nmap, OpenVAS, SourceFire 

RNA, WSUS 

Wireless Device Control Nessus, nmap, OpenVAS, Kismet, Aruba 

Data Loss Prevention SourceFire, Snort 

Secure Network Engineering   

Penetration Tests and Red Team 

Exercises 

Nessus, nmap, Metasploit, Core 

Security, BackTrack 

Incident Response Capability SANS Security 504 

Data Recovery Capability   

Security Skills Assessment and Training 

to Fill Gaps 

SANS, Security Podcasts, OWASP, ISSA, 

InfraGard, B-Sides, NAISG 

((
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27. Appendix 2 

T4*#(%7(C!DC(BA(E&4#43/,(C+3"&4#5(E%0#&%,*(G*+&(=+##+<(M%%,*((

$##?'ffJJJ;*/0*;%&9f3&4#43/,W*+3"&4#5W3%0#&%,*f"*+&W#%%,*;?$?((
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